

    
      
          
            
  
ETH Cluj 2026: How To Build on Arbitrum

Welcome to the ETH Cluj 2026 workshop materials. This book covers everything
from Ethereum fundamentals and Arbitrum’s role in the ecosystem, through
writing your first Solidity smart contract, deep-diving into Stylus and
WebAssembly, to building a full-stack dApp frontend.


Important Links


	Telegram group for questions[#1]


	Metamask wallet[#2]


	Chainlist — add Superposition testnet[#3]


	Superposition faucet[#4]


	Superposition testnet explorer[#5]


	Remix browser Solidity editor[#6]


	Wizard Stylus editor[#7]


	Stackblitz full-stack editor[#8]


	Wagmi React hooks docs[#9]


	GitHub repository[#10]





Note

The contract code in this book was not written with ERC20 safety in mind.
There are no return value checks. Not for production!
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1. Arbitrum’s role in the Ethereum roadmap

In 2009, an anonymous developer under the pseudonym Satoshi Nakamoto[#1] created Bitcoin[#2], a decentralized ledger to send money independent of banks and centralized actors. Through clever use of cryptography[#3], he created a way for multiple peers to record and verify transactions and without direct coordination reach a consensus that anyone can verify.

[image: Proof of work explainer]

Although this value proposition alone was huge, Bitcoin was still very limited. All this safety and transparency went to a minimal ledger only recording transactions, and it didn’t take long for people to think about how this technology could be extended. One of these people was Vitalik Buterin[#4], who asked the question:

“What if instead of verifying transactions, we could use blockchains to verify computations?”

This question led to Ethereum[#5], which would be a shared world computer, as opposed to Bitcoin’s transaction ledger. They introduced the EVM[#6] (Ethereum Virtual Machine), which is an ISA[#7] (Instruction Set Architecture), basically a tiny CPU, which serves as a decentralized VM. The blockchain consensus protocol now verified opcodes instead of just transactions. This introduced a new concept: the blockchain is now programmable. This gave people a distributed machine people could program that is useful for governance, finance and more. People were inventing DeFi protocols, DAOs[#8] (Decentralized Autonomous Organizations) and NFTs[#9] (Non Fungible Tokens) thanks to this this new programability. While Bitcoin felt as the first step of the blockchain evolution, Ethereum paved the way as the second step.

But while many thought of Ethereum as an upgrade from Bitcoin, its shortcomings became more apparent. Firstly, both users and developers started expecting higher speeds from their blockchain applications than Ethereums 12 second blocks could offer. Also as usage and hype grew, the main net gas fees became increasingly higher, pricing a lot of users out. Aside from this, the programmability of Ethereum left things to be desired. The architecture still enforced a lot of limitations in terms of gas costs for complex logic, programs having to be small and developers having to learn a lot of niche domain knowledge in order to work on it, like having to use a new language, Solidity[#10], a smart contract programming language that they might not have worked in before. Don’t get me wrong, Solidity is awesome, but it is also restrictive and solely used for building smart contracts on an EVM compatible chain and nothing else.

Given these restrictions, a lot of people started to work on blockchains that would be the 3rd step in the blockchain journey, some on their own native blockchain designs, and some building on top of the EVM technology and extending it further. Ethereum Foundation themselves presented the “rollup centric roadmap[#11]”, where the idea is that main net Ethereum should be though of as a settlement layer, and that execution should be made on a layer on top of that, that trades away some of Ethereums security for speed and improved gas fees in different ways.

One of these chains is Arbitrum One[#12], a EVM compatible optimistic rollup[#13] on top of Ethereum. What does this mean? Let’s break it down! “EVM compatible” means that it can run any EVM byte code that main net Ethereum can. “Rollup” means that it is a layer on top of Ethereum, that ultimately settles on Ethereum.

[image: Explainer image of arbitrums sequencer]

“Optimistic” is the most interesting definition here.

On main net Ethereum every transaction gets validated by every node. This makes the chain extremely secure, but it doesn’t scale very well. If you doubled the amount of nodes, you wouldn’t double the amount of throughput, you just doubled the amount of machines doing the same work. In an optimistic rollup, the system remains optimistic that the person posting a compute result to the chain is acting truthfully, and this result will not be rechecked automatically. In fact, the transaction will be executed off-chain, and only the result will be posted on-chain. The party posting the computation result is staking money on the fact that they are acting truthfully, and once a result is posted, others can challenge it. If, through this process, it turns out that the party posting the result lied, the correct state will be enforced by dispute, and the dishonest party will have part of or all of their stake lost to the challenger.

Another way that Arbitrum One and main net Ethereum differ is that in Ethereum land, the validator is the one choosing the order of transactions within the block that it is producing. In Arbitrum One, there is a centralized sequencer that receives all transactions, publishes a sequence feed that anyone can subscribe to, then executes a state transition function that will produce a block. After this, transactions are batched and compressed in the order the sequencer chose and then this piece of data is sent to main net Ethereum.

The pros here are that users are offered a very low latency response to their transactions, even before the state transition function is executed, as long as they trust the sequencer. The con is in the latter part of last sentence; trust. As things are today, the sequencer is ran centralized by Offchain Labs, giving them a final say in the order of transactions on the chain, and users therefore must trust Offchain Labs when transacting on the chain. However, this is all part of a incremental decentralization rollout, which once finalized will provide Arbitrum with a high level of decentralization. Arbitrum separates who orders transactions from who verifies correctness.

While scaling Ethereum is cool and all, Arbitrum’s mission in elevating the main net chain to new possibilities didn’t stop there. In February 2023, Arbitrum Stylus was announced, an ambitious project to make Arbitrum One the first dual-VM blockchain, serving not only the EVM, but also a native code runtime. 32-bit WASM[#14] is converted to native code for execution, and contracts are not interpreted on the fly unlike the EVM.

[image: Explainer of arbitrum stylus]
Heavy emphasis on the fact that there are two different VMs that are seamlessly integrating together. This means that each contract will be executed in its most efficient (and therefore cheaper and faster) runtime, while still seamlessly interacting with other contracts. WASM to native code then native code execution is inherently better performing in this context. The WASM toolchain is better developed after a decade of frontend use, the ISA is more similar to the native host, and the word size is 32-bit, meaning better performance generally on 64-bit CPUs. After transition, these benefits become free. The code is not interpreted, since the EVM lacks an optimizing JIT interpreter, so it performs better generally (no interpreter overhead). Smart contracts remain on-chain, and the runtime that’s used to run the code is determined by a magic byte at the beginning of the contract code.

What this means is that any programmer able to write in a language that can compile to WASM can now seamlessly tap into smart contract development. This includes languages like Rust[#15], Zig[#16] and C[#17], which expands the developer pool much further than Solidity ever could. Developers that are new to web3 now have an easy way to start experimenting with smart contracts, while more seasoned smart contract developers now have an EVM with superpowers they can experiment with.

Gatekeeping is now a thing of the past, and Stylus is for both the web3 newcomer, as well as the Solidity guru looking to extend their smart contracts to do things that weren’t possible before.

Along side this, Arbitrum One also introduced something called Orbit Chains. If you think about how Arbitrum One batched and compressed the sequenced transactions into a blob of data that then is posted to the Ethereum main net, an orbit chain is a chain that works the same way, but will post its blob to the Arbitrum One chain, thereby settling there. This offers further scalability and customization for dApp developers. The idea here is that anyone can spin up their own dedicated app specific chain as an Arbitrum Orbit Chain. These chains can have their core logic being modified, and extended even further to fit the business logic of the dapp they are supposed to support. This allows Arbitrum itself to scale horizontally, since not all transactions need to be executed on the same chain anymore.

This developer flexibility has already enabled a wave of new designs.

[image: Screenshot of the 9lives app]

One interesting example is Superposition[#18], an Orbit Chain built as a layer 3 on top of Arbitrum. It is designed with capital efficiency and liquidity incentives at its core, featuring a native AMM[#19]/orderbook[#20] hybrid as well as yield-bearing wrapped assets. It also serves as the home base for the prediction market 9lives, whose codebase pushes the Stylus dual-VM model to its limits. For anyone interested in what becomes possible in a dual-runtime environment, it is well worth studying.

Another example is Robinhood[#21], which is building infrastructure for its European offering using its own Orbit chain, specifically designed for trading tokenized stocks. This allows users to interact with blockchain-based systems without needing to understand or even be aware of the underlying technology.

A more grassroots example is Peanut Protocol[#22], a payment and off-ramp solution with strong adoption in Argentina and Brazil. At Devconnect Buenos Aires 2025, it was one of the few applications I saw being used consistently in real-world situations. It integrates seamlessly with existing local payment systems like Mercado Pago and Pix, allowing users to pay simply by scanning a QR code. It is one of the clearest examples I have seen of crypto actually working as a usable financial layer in everyday life.
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2. Your First Smart Contract on Arbitrum

Now it is time to get our hands dirty. All of us are going to develop and deploy our first smart contract. It will be fun!

First of all, before we begin there are some steps we need to do to have everything setup. Firstly, if you don’t already have one, install an ethereum wallet to your browser. Usually Metamask[#1] is the easiest to start with. After this is installed, I want you to go to Chainlist[#2], check the “include testnet” field, and search for SuperPosition and add “Superposition Testnet”. Lastly, I want you to go to the SuperPosition[#3] faucet, and request some testnet funds.

[image: Chainlist SuperPosition]

Let us all go to https://remix.live[#4] . We don’t have to download anything at this point, don’t worry. Start by navigating to the editor, then underneath the folder “Contracts”, add a new file called “EthCluj.sol”. Before we can get to coding some real programs, there are a couple of boilerplate things we need to add to our file. Namely:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {}





Don’t worry if this looks scary, lets break it all down piece by piece! The first line refers to what license our code has. There are multiple different types of software licenses, but for this example, lets use MIT. Note that your smart contract will not compile if the first line of all of the .sol files does not include a license. Next up is the “pragma solidity 0.8.34;”. Here we are telling solidity what compiler to use. Since each EVM is filled with different smart contracts that are all developed using different compiler versions, each contract is separately responsible of stating their own compiler version. Final line is where the fun begins. This line is initiating a new contract, ready to be defined. Inside of those “{}” is where your creativity starts, and where we as smart contract developers will spend most of our time. Lets start by adding something here. You are going to chose your favorite number right now. Im going to use “42” for now. Then, we are going to add to the contract so it looks like this:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
	uint256 public myFavoriteNumber = 42;
}





We added our favorite number to the contract, and it is now public, meaning that we can query the smart contract to retrieve it. Now, lets go to the “compile” button, then after this we go to the “deploy” button. You did it! You successfully developed and deployed your own smart contract. Let us try it out! Underneath the “Deployed Contracts” section you can see your “EthCluj.sol” contract. Once you press the contract, it will expand and you will see “call myFavoriteNumber”. Now press it. It should return the number you just chose, awesome!

However, this contract doesn’t really do much yet. We can just see your once stated favorite number, what if you change your mind? Lets implement a function where we’ll address just that:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
	uint256 public myFavoriteNumber = 42;
	
	function changeFavoriteNumber(uint256 _newFavoriteNumber) external {
		myFavoriteNumber = _newFavoriteNumber;
	}
}





Lets break these new lines down again! We now added a function with the Solidity keyword “function”. After this we chose the name for this function. This could have been any arbitrary name, but in this specific case the name is “changeFavoriteNumber”. Feel free to change this if you want! After the name we open up parentheses: “()”. These can either be empty, or as in this case, hold what is known as function arguments. These are fields that we need to provide our function with in order for it to do its thing. For now, think about this as your way to let the function know what your new favorite number is. Same as the function name, this field is arbitrary and you can name it whatever you want, as long as you prefix it by the type, i.e. uint256. Side note here; you see that i started my function argument name with an underscore. This is optional, and not something you have to do, but I find that when you’re working in large codebases with more complex code, it is easier to read and reason about since this is signaling that this variable comes from a function signature, and not a global variable.

Last word in this line is “external”. This is again a keyword of the solidity programming language, and it refers to the visibility of this function. Here, we as smart contract developers have to stop and think for a bit before we chose the visibility of said function. There are 4 different visibilities, namely “public”, “private”, “external” and “internal”. Using these 4 correctly will help you writing more safe smart contract so lets go through the different meanings here.


	Public - Least restrictive. These functions can be called from anywhere. Meaning that the contract itself can call this function, but also other contracts or users can call this function.


	External - These functions are ONLY callable from outside of the contract. The contract it self cannot call them, but outside contracts and users can


	Internal - These functions can ONLY be called from inside of the contract. Other contracts or users cannot call them, but they can be building blocks of public phasing functions. If a contract inherits another contract, and the inherited contract has internal functions, the inheriting contract can call them.


	Private - Most restrictive. These functions can only be called from inside the SAME contract. Inheriting contracts cannot reach them.




So how do you chose here? My recommendation to do this in a no-brainer kind of way is the following: default to “external” for public facing functions, and “private” for private facing functions and only change them to “public” and “internal” when you have to. This way, your contracts will be a bit stricter by default, which is a good thing.

Now, lets compile and deploy it again. In the same button where we expanded our contract, you will now see that there is, along side with “call myFavoriteNumber” a field that says ”non-payable changeFavoriteNumber uint256”. When we press this we will get a field that prompts us for our new favorite number. Fill this in and press “Transact”! After this prompt the “call myFavoriteNumber” button again and see your new favorite number appear.

What we have explored so far is a state changing function. This means that we have our favorite number in the contracts storage, then we change the storage space to our new favorite number and update this. The fact that the contract says “uint256 public myFavoriteNumber = 42;” doesn’t matter, since this only represents what our favorite number is once the contract is deployed, but it doesn’t mean it cant be overwritten.

We can also write functions that aren’t state changing. Coming from a traditional IT background you can think of these as read functions, or even “Getters” for the more CRUD oriented dev. Here we have, same as the visibility of the functions, two options on how we can initiate non state changing functions. These are two modifiers called pure and view. Here is how to think about them:


	View functions are for non state changing functions which reads anything from the storage within the smart contract. If this function is reading a variable from the contract, or calling other functions that do so, it must be a view function.


	Pure functions cannot read global state, they can only read what is either passed into the function, or what is defined within the function and therefore. What it CAN do though is that it also can read constants.




Lets create a view function that is multiplying our favorite number by 2 and returning this number to us:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
	// Our initial starting number is 42, but this is subject to change
	uint256 public myFavoriteNumber = 42;
	
	function changeFavoriteNumber(uint256 _newFavoriteNumber) external {
		myFavoriteNumber = _newFavoriteNumber;
	}
	
	function timesTwo() external view returns (uint256 _res) {
		_res = myFavoriteNumber * 2;
	}
}





The word “return” means that the function is returning a value. All read functions need this, but state changing functions can also use them. In this scenario, we are returning a variable that we call _res (short for result). Within the function, you can see that we are fetching the myFavoriteNumber from storage, multiplying it by 2, then assigning this to the variable _res. We could have written this function as:

function timesTwo() external view returns (uint256 _res) {
	return myFavoriteNumber * 2;
}





This is valid solidity and would have worked the same, but personally I find it a bit easier to read the first version I showed you, so I will stick to that.

You can also chain functions together. Lets do a function where we take our first favorite number, multiply that by 2, and then update that as our new favorite number, while also returning the new number, fully using the functions we created so far:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
	// Our initial starting number is 42, but this is subject to change
	uint256 public myFavoriteNumber = 42;
	
	function changeFavoriteNumber(uint256 _newFavoriteNumber) external {
		myFavoriteNumber = _newFavoriteNumber;
	}
	
	function timesTwo() external view returns (uint256 _res) {
		_res = myFavoriteNumber * 2;
	}
	
	function chain() external returns (uint256 _res) {
		// We call the changeFavoriteNumber function,
		// and pass in the result of timesTwo() this means
		// that myFavoriteNumber has gotten updated with this
		// new value
		changeFavoriteNumber(timesTwo());
		// Secontdly, we fetch our favorite number from storage
		// And assign it to the _res return argument
		_res = myFavoriteNumber;
	}
}





Exciting! We did a lot now, lets try to compile this contract. Do the same thing we did before and navigate to the compile button and press it! Oh… we got our first compilation error…

“DeclarationError: Undeclared identifier. "changeFavoriteNumber" is
not (or not yet) visible at this point.”





This might seem confusing at first, but think back to what we said about visibility. Since changeFavoriteNumber() and timesTwo() are both external functions they cant be called from inside of this contract. We still want the 2 of them to be reachable for the end user too. Therefore, lets simply change this to be “public” instead of “external” :

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
	// Our initial starting number is 42, but this is subject to change
	uint256 public myFavoriteNumber = 42;
	
	function changeFavoriteNumber(uint256 _newFavoriteNumber) public {
		myFavoriteNumber = _newFavoriteNumber;
	}
	
	function timesTwo() public view returns (uint256 _res) {
		_res = myFavoriteNumber * 2;
	}
	
	function chain() external returns (uint256 _res) {
		// We call the changeFavoriteNumber function,
		// and pass in the result of timesTwo() this means
		// that myFavoriteNumber has gotten updated with this
		// new value
		changeFavoriteNumber(timesTwo());
		// Secontdly, we fetch our favorite number from storage
		// And assign it to the _res return argument
		_res = myFavoriteNumber;
	}
}





Try to hit the compilation button again, now it should work. Awesome! However our contract has one problem if we think about the real world for a bit. This contract only allows for one favorite number, and we don’t know who’s. Solidity has another awesome feature called mapping, that might just do the trick for this. What is a mapping? A mapping is a variable that stores values, associated with other values. An example, you pass in a persons name, it returns this persons favorite number. The syntax for these are a bit weird so stick with me here. In its most simple form you could write it like:

mapping(string => uint256) favoriteNumberOf;





This is fine and valid Solidity. But as you might know by now, I really like to focus on readability, and you can actually name the fields of this mapping, so lets do that:

mapping(string who => uint256 favoriteNumber) favoriteNumberOf;





This will basically be a variable that you can query favoriteNumberOf, then pass in a name, and it will return their favorite number if it has any. Lets modify our code to use this, and clean out the timesTwo:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
	mapping(string who  => uint256 favoriteNumber) public favoriteNumberOf;
	
	function changeFavoriteNumber(string memory _who, uint256 _newFavoriteNumber) external {
		// You query a mapping using the square brackets like this:
		favoriteNumberOf[_who] = _newFavoriteNumber;
	}
}





Now compile and deploy your new contract. When expanding this contract you will now see “non-payable changeFavoriteNumber string uint256” and “call favoriteNumberOf string”. Start by calling changeFavoriteNumber and pass in your name as _who, and your favorite number as _newFavoriteNumber. After this, call favoriteNumberOf and send in your name. This should return your favorite number. Try adding a few peoples favorite numbers and query the contract for them.

Now, it is time for another concept here. When interacting with any state changing function on an EVM compatible chain, you are doing so through a wallet. A wallet is your identity on the blockchain, and it holds a public key, or an address, that acts as a form of ID for you. Solidity has a type for addresses, which is something that you will use a lot in your journey as a smart contract developer. Maybe 2 people have the same name, but they will never have the same address. Lets change our favoriteNumberOf mapping to take the address of the user rather than their name:

mapping(address who => uint256 favoriteNumber) favoriteNumberOf;





This is good. Really good. But what if we liked being able to see the names too? Can our mapping hold two values? Yes it can! Through something called structs. A solidity struct is a custom datatype that consists of other datatypes. If you come from an IT background you can kind of think about it like JSON. The syntax for defining a struct looks like this:

struct Info {
	uint256 favoriteNumber;
  string name;
}





Then we can have our mapping point to this:

mapping(address who  => Info info) public favoriteNumberOf;





Now, you can query this mapping using a users address, and you will receive their name and favorite number.

We can actually avoid having to pass in 3 arguments into our changeFavoriteNumber() function. In EVM land, each function call creates a message called “msg”, that carries information about this specific call, and can be queried within this function. This object has a field “msg.sender” that returns the address of the caller of this current call, which we can use when setting the value to our mapping. Lets type it all out:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
    
  struct Info {
    uint256 favoriteNumber;
    string name;
  }
    
  mapping(address who  => Info info) public favoriteNumberOf;
	
	function changeFavoriteNumber(string memory _who, uint256 _newFavoriteNumber) external {
		// Map a new instance of the info struct to the address of the caller
		favoriteNumberOf[msg.sender] = Info(_newFavoriteNumber, _who);
	}
}





This is starting to get good. But what if we want the contract to know your favorite number and name from the start, a bit similar to what the “uint256 public myFavoriteNumber = 42;” line in our first version of this contract did. We can do this in an elegant way that is in line with Solidity best practices. We can make use of a solidity keyword called “constructor”. Think of the constructor as a solidity function, that will only happen once; when the contract is actually created. It cannot be called again after that. Similar to a function, a constructor can take arguments. However it cant contain return arguments. Let us add a constructor that calls our changeFavoriteNumber(), dont forget to change the visibility of changeFavoriteNumber to public!:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
    
  struct Info {
    uint256 favoriteNumber;
    string name;
  }
    
  mapping(address who  => Info info) public favoriteNumberOf;
	
	constructor (string memory _myName, uint256 _myFavoriteNumber) {
		changeFavoriteNumber(_myName, _myFavoriteNumber);
	}
	
	function changeFavoriteNumber(string memory _who, uint256 _newFavoriteNumber) public {
		// Map a new instance of the info struct to the address of the caller
		favoriteNumberOf[msg.sender] = Info(_newFavoriteNumber, _who);
	}
}





We hit compile and we go to the deploy button, and we deploy. But we notice that the deploy button all of a sudden looks different. We see that we now have to provide _myName and _myFavoriteNumber before we can actually deploy this. You can test pressing the deploy button without providing these, but this wont work. This means that each contract deployed will now contain the deployers name and favorite number.

Before we wrap things up here, I want to cover one last thing. In order to interact with our smart contract, we need a front end to connect to it. Sometimes it can be a bit hard for the front ends to get the information it needs from our contract in order to show the information it needs to provide users with a great experience. What if we want it to show up on a page when someone adds their name and favorite number to the contract? Solidity has a way to deal with this, and it is called “events”. The usual pattern is that you emit an event by the end of a state changing function with the relevant information. We create the event using this syntax:

event FavoriteNumberChanged(string who, uint256 newFavoriteNumber);





This is the form that will be returned once this event is emitted. Now lets add this to our contract:

// SPDX-License-Identifier: MIT
pragma solidity 0.8.34;

contract EthCluj {
    
  struct Info {
    uint256 favoriteNumber;
    string name;
  }
    
  mapping(address who  => Info info) public favoriteNumberOf;
  
  event FavoriteNumberChanged(string who, uint256 newFavoriteNumber);
	
	constructor (string memory _myName, uint256 _myFavoriteNumber) {
		changeFavoriteNumber(_myName, _myFavoriteNumber);
	}
	
	function changeFavoriteNumber(string memory _who, uint256 _newFavoriteNumber) public {
		// Map a new instance of the info struct to the address of the caller
		favoriteNumberOf[msg.sender] = Info(_newFavoriteNumber, _who);
		// We emit the envent with relevant fields
		emit FavoriteNumberChanged(_who, _newFavoriteNumber);
	}
}





The last step of our journey here will be to, in the “Deploy and Run Transactions” side tab, swap the Environment from Remix VM to “Browser Extension” and then choose “Metamask”. Make sure that you are currently on the SuperPosition Testnet. Then you can try to hit the deploy button again and try all the functions directly on an actual chain.

Wow, we definitely learned a lot today. From what we learned now, I have prepared some smart contract challenges.
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https://faucet.superposition.so



[#4]
https://remix.live/





            

          

      

      

    

  

    
      
          
            
  
3. Stylus for beginners

In this article, we’re going to build a fake blockchain, implement a stack machine to
illustrate how Webassembly works, and show off how the Arbitrum blockchain works using
what we learned as a guide.

We expect readers to have a basic undergrad software background, and to be able to read
typed code written in Typescript, recursive code in Python, and simple Rust code.
Typescript and Python will be used interchangeably to explain how a virtual machine works,
and Rust will be used to write Stylus smart contracts.

This introduction will not assume the reader is familiar with the concept of a smart
contract and what a blockchain is.



4. Introducing our fake blockchain

A blockchain is a recursive data structure (or, structured commit log), of
cryptographically signed blobs with attribution to whomever added the blob, verifiable
with public-private key cryptography. We’ll explain what public-private key cryptography
is soon, so don’t worry.

In our example code, commits are referred to as transactions. The recursive data structure
(or, state machine), is summed by a program that remembers what it has seen to generate an
end application state.

Imagine a calculator state machine that we’ll turn into a blockchain. The calculator state
could look like the following:

interface Transaction {
  Op: Op;          // operation code
  No?: number;     // optional immediate value
  C?: Transaction; // nested next transaction
  Before?: any[];  // preceding context items (mixed types)
}





With several operations that operate on the previous state:

enum Op {
  Push = 0,
  Add,
  Mul,
  Div,
}





When the Op.Push operation is used (number 0), we provide a number that is used in our
transitive storage of the operations. So, to create a formula of 10 + 20 * 30 (with the
end result being 610), our state machine would look like the following:

const example1: Transaction = {
  Op: Op.Add,
  C: {
    Op: Op.Push,
    No: 10,
    C: {
      Op: Op.Mul,
      C: {
        Op: Op.Push,
        No: 20,
        C: {
          Op: Op.Push,
          No: 30,
        },
      },
    },
  },
};





The equivalent to the above is:

10 + (20 * 30)





A program could pattern match recursively the structure and find the answer pretty
quickly. But, the above is just a state machine. How do we turn it into a blockchain?
Using our above example, let’s add four more fields:

interface Transaction {
  Op: Op;                   // operation code
  No?: number;              // optional immediate value
  C?: Transaction;          // nested next transaction
  Before?: any[];           // preceding context items (mixed types)
  SubmitterPubKey?: string; // 65-byte public key (hex-encoded)
  R?: string;               // 32-byte signature R (hex-encoded)
  S?: string;               // 32-byte signature S (hex-encoded)
}





These fields are used to interact with public-private key. Public-private key cryptography
is a cryptographic system to prove that someone, known by their public key, created the
content that we wanted to verify is theirs.


4.1. Public-private key cryptography

In our below example, we’ll work with a type of Elliptic Curve Cryptography (ECC) called
the secp256k1 system.

Private keys are random bytes that were chosen by your computer. Private keys create
Public keys, a combination of the aforementioned random bytes chosen, combined with the
hardcoded Generator point for the Elliptic Curve System in use, for us the secp256k1
system, a very large number.

Public keys are created like this:


\[
public\ key = random\ bytes \cdot G
\]

Public keys are used to prove that the private key attested something: imagine that you
were to make a proclamation like “I love dogs!”: you could create a cryptographic proof
that you said that statement by signing it using your private key.

The multiplication above is a type of operation called modular arithmetic over a finite
field. It differs from ordinary multiplication: it’s a completely different system that we
won’t elaborate on for now.

So this means that the owner of the private key can sign data, and whoever possesses the
public key at the time can validate the public key signed the data. To recap:


	Private keys: create public keys and sign content to produce signatures.


	Signatures: cryptographic proof that the owner of a public key created the
content that was signed.


	Public keys: created from the private key





        flowchart LR
  PrivateKey[Private key]
  -->|Signs content, creating a...| Signature
  -->|Which is verified with...| PublicKey[Public key]
  PrivateKey -->|Creates...| PublicKey
    
You might imagine that this system is useful for banking and for voting (for example).

What does a signature look like? Let’s write some Go code. Go has great library support
for working with the signature type we’re discussing here. The following code will emit
private keys, public keys that are compressed in size, and signatures:

package main

import (
	"bytes"
	"crypto/ecdsa"
	"crypto/rand"
	"crypto/sha256"
	"fmt"
	"os"

	ethCrypto "github.com/ethereum/go-ethereum/crypto"
)

func main() {
	// Read from stdin, saving it to a buffer:
	var buf bytes.Buffer
	if _, err := buf.ReadFrom(os.Stdin); err != nil {
		panic(err)
	}
	// Use the system randomness to generate random bytes
	// for our private key:
	prkey, err := ethCrypto.GenerateKey()
	if err != nil {
		panic(err)
	}
	// Which we print using hex to stderr:
	fmt.Fprintf(os.Stderr,
		"private key: %x, pubkey: %x\n",
		prkey.D,
		ethCrypto.CompressPubkey(&prkey.PublicKey),
	)
	// Later to create a sha256 signer, which we feed the
	// input from stdin into to create a digest:
	x := sha256.New()
	if _, err := buf.WriteTo(x); err != nil {
		panic(err)
	}
	// Finally, we sign the input we provided from stdin:
	r, s, err := ecdsa.Sign(rand.Reader, prkey, x.Sum(nil))
	if err != nil {
		panic(err)
	}
	fmt.Printf("r: %v, s: %v\n", r, s)
}





We needed the go-ethereum code since the secp256k1 curve is not supported by the Go
standard library. Private keys are only able to be used to sign blobs that are hashed, a
transformation that we apply to the data called hashing.

Hashing is the process of taking data, then applying transformations on it until it fits a
specific size that is unique to the data that was inputted. The most common hashing
strategy is sha256, which you may have seen in other places involving file integrity.
Hashing isn’t just important for integrity of data: it’s essential to coming up with keyed
datastructures including maps and hashtables, pointer protection, and more. With the
secp256k1 signature system in the Go code, we use sha256.

If we run this code, the program output would be:

b % ./private-key-picker
hello
private key: 5fe1956dc65de3c7b6cae1cdd4078672c0ce75e9a9138cdd95e39e1fd99e692d, pubkey: 02307380e710633086506f0b5d9878fb91e19f574caf749bcf5ae23cfc50495fe8
r: 46675391592507098461744368311622675236959728188104541593922010388651068885271, s: 71421556357399114972604334027290112648460025933014628472725999421029190949770





This Go program, using the randomness source on whatever operating system it runs on (in
my case, the nonblocking virtual file /dev/urandom ) reads some random data that’s then
used to create the private key. After creating the private key, it also created a public
key using finite field arithmetic. In the Go code that we wrote from above, we’re making
use of a cryptographic library called BoringSSL, a fork of OpenSSL, that the Go code FFI’s
into.

Once it’s done that, it takes the standard input that we provided to the program (in our
case, “hello\n”), and signs it. We won’t touch on signing here, but note that it’s an
involved mathematical operation.

Let’s note that with secp256k1, uncompressed public keys are 65 bytes (520 bits) large.
Private keys are 32 bytes (or 256-bit) large. In our above program, we’ve returned an
abbreviated public key that’s 33 bytes large, after the compression pass that took place.
The first byte is an indicator about how to derive the public key, which again we won’t
dive into.

A signature is made up R and S values. We use these two values to recover a signature to
get the public key of the signature (this operation is known as ecrecover). When it
comes to R and S, they’re similarly large (256 bits) large. To keep the signature scheme
hard to defeat where someone could get the public key by estimating private keys, this
signature scheme is hard for processors to derive public keys with.

How could we apply this program and signature scheme to the system from above? Let’s sign
the input to the machine above, using JSON as the encoding method:

b% echo -n '{"op":0,"no":30}' | ./private-key-picker
private key: 8b58f9b91384a9b4edcd33e87b5ee4b06d99e0840ff7e55d9efe93422699f633, pubkey: 02f3e02d856255ed62a63d31d60d3097a343fb9d57b1820034ab5b1a911e9ed8a8
r: 96160680372721079114515954144798968965976538873393357704671109455747708845508, s: 106340575424520363008010994198042967461407413579147027606774442838620301825513





This would let us create the transaction object from before like this:

const example2: Transaction = {
  Op: Op.Push,
  No: 30,
  SubmitterPubKey: "02f3e02d856255ed62a63d31d60d3097a343fb9d57b1820034ab5b1a911e9ed8a8",
  R: "96160680372721079114515954144798968965976538873393357704671109455747708845508",
  S: "106340575424520363008010994198042967461407413579147027606774442838620301825513",
};





The R and S fields are base 10, though they might have been encoded with hex for the same
effect (we just haven’t here). Anyone can make use of the R and S fields within this
system to validate that the author of each Transaction blob for the calculator, the public
key, created the op and number here for addition.

How do we give our blockchain meaning? We chose the calculator example, since it’s a state
machine everyone understands that may or may not depend on being commutative (able to take
arguments independently). Let’s extrapolate it further.



4.2. What are transactions?

We need to figure out a system to guarantee the order of operations prior to someone
adding to the history. We can’t have someone supplying an operation to perform a division
when the inputs aren’t what we expect!

The simplest solution is to ask the users to sign the content or the hash of the previous
blob in the chain, enforcing ordering to keep our system consistent.

If we were to do the sign the final step in the operation chain from before, but this time
unlike the previous example of just the inputs the user is immediately responsible for we
include everything that came before:

b% echo -n '{"op":1,"c":{"op":0,"no":10,"c":{"op":2,"c":{"op":0,"no":20,"c":{"op":0,"no":30}}}}}' | ./private-key-picker
private key: c5406d7b5e55aa41352a96f5772641e6cb446b0a4109e451555acfdb8ca320fb, pubkey: 027956e423088cbf5cd3896d979abaf681c153c02292a8d29856fc07358e022a7c
r: 109490587954065224018665916114696439326893613653236139668140228769916996904930, s: 52847444640315674408619378992306125231504692620405526333529832338143970682812





We could only append to the chain with a valid signature so it’s not possible to
reconstruct our step in the calculator chain with something that the signer didn’t expect.
Using the previous input, including the signature guarantees some level of consistency
here with history.

This works well, but there’s an issue with this system: these steps form the basis of what
takes place in our chain (”on-chain”), but they require “liveness” from the senders of the
data here. The signer of the step in the calculator chain must be online to sign the
previous interaction into their signed blob.

If we could do this in a way where the signer identified constraints instead of specifying
literally what it wants before it, it would be better. This way we’re not beholden to a
specific configuration beyond the scope of what the user is presumably trying to add.
Someone could easily specify that they’re expecting a specific number was supplied before.

We would need to translate our calculator system to resemble the following:

const example3: Transaction = {
  Op: Op.Add,
  Before: [Op.Push, 10],
  C: {
    Op: Op.Push,
    No: 10,
    Before: [Op.Mul],
    C: {
      Op: Op.Mul,
      Before: [Op.Push, 20],
      C: {
        Op: Op.Push,
        No: 20,
        Before: [Op.Push, 30],
        C: {
          Op: Op.Push,
          No: 30,
        },
      },
    },
  },
};





This affords us an opportunity to say what came before our step in the chain of
interactions. But the problem here is that we can’t constraint perfectly what came before
without knowing ahead of time clearly what we expect. Over time the inputs would blow out
exponentially.

Let’s flatten the structure to explain how we might improve on this by improving the
flexibility of the constraints we use. Let’s add another layer of type above it to act as
a container, a “block” for the recursive transaction type by redefining it:

interface Transaction {
  Op: Op;                   // Operation code
  No?: number;              // Optional immediate value
  Before?: any[];           // Constraints for previous calculator operations
  SubmitterPubKey?: string; // Transaction public key (hex encoded)
  R?: string;               // R part of the signature for this transaction
  S?: string;               // S part of the signature for this transaction
}

interface Block {
  Transaction: Transaction[];  // Transactions in theb lock
  B?: Block;                   // Next block
  BlockProducerPubkey: string; // Hex encoded public key
  R: string;                   // R part of the signature
  S: string;                   // S part of the signature
}





This new container type is the Block, the essential container for a blockchain, containing
transactions. This is better, this improves on the existing chain of transactions that we
made up by specialising a specific producer of the history, the Block producer (the one
who signs the blocks).

It affords the transaction signer the opportunity to work non-interactively with this
system by not requiring liveness (they can sign a blob and disseminate it with the other
people interested in this chain): they can just sign the transaction they want like this:

b % echo -n '{"op":0,"no":20,"before":[0,30]}' | ./private-key-picker
private key: f58dd4d235754c9fc2750d2e55e1ba67638a0a5f3d41cf931400209fc6b92f6, pubkey: 024f476e1b9368ae50ab34573bc7b0be7c590c9f634796d4e0ad072d8b21108ba1
r: 13701538462231091527866200836950950743407758947180296657773133663066990370872, s: 113336431400841648482223458012748904845724013047034353917738642742656731282990





Then share it to the Block producer:

# Note that I've not included in the transaction object the public key
# for the signer for brevity reasons:
b % echo -n '{"transaction":[{"op":2,"before":[0,30]}],"b":{"transaction":[{"op":0,"no":20,"before":[0,30]}],"block_producer_pubkey":"0385550d6b0cb13676a6769db36b775b8d49a1be71f6449f8785cd73bc1ffd8e3d","r":"86030860734043180344371311626322149138169356980983536493285126474363242170697","s":"86030860734043180344371311626322149138169356980983536493285126474363242170697"}}' | ./private-key-picker
private key: 5c8b95f23979f3f6e3c70f502ddfdd8f26eb94cb5c9ec8e82d514f79785f6f54, pubkey: 0306271c7a9957cef4b34be8627b9a56580593a187d799c478324e2dbae64ca704
r: 58746628405342652628129852483027334912560882418649680529364128475182863919908, s: 37375918562291893242652039551230332408939357744305368896508701819625797352813





Which would result in this layout:

const block: Block = {
  Transaction: [
    {
      No: Op.Mul,
      Before: [Op.Push, 30],
      SubmitterPubkey: "...",
      R: "...",
      S: "...",
    },
  ],
  B: {
    Transaction: [
      {
        No: Op.Push,
        SubmitterPubkey: "...",
        R: "...",
        S: "...",
      },
    ],
    R: "...",
    S: "...",
  },
  R: "...",
  S: "...",
};





Users of the calculator system still struggle with the problem of the chain of operations
being able to be reordered in a way that distorts the calculator’s desired state by the
signers.

With the block structure though, we trust the submitter to order things in a way that we
like. But how can we improve the granularity of the constraints we want to establish with
the calculator?



4.3. How can we have programmability on our blockchain?

Let’s discuss programming languages on our blockchain. We want our blockchain to have some
way of checking if the state in the blockchain is what we expect. The easiest way is to
introduce a machine for people to program with that we emulate on the fly to enforce the
constraints and even add to the current state of the operations.

One of the best machines we can implement is a stack machine. A stack machine is a
programming paradigm where a CPU (on the metal, or otherwise) reads from a tape of
operations (the code), which it uses to manipulate a separate queue of operations, aka the
stack. It’s one of the best options to implement since it’s one of the simplest.

A simple stack machine that functions like a calculator might be the following:

PUSH 0x1e0f3
PUSH 0x1c8
ADD
RETURN





This stack machine puts two items on the stack, the number 123123 (0x1e0f3) and 456
(0x1c8), and it adds them together. An interpreter for our simple stack machine might
work like this in Python, also supporting some branching:

def execute(code, stack = None, pc = 0):
	(op, imm) = code[pc]
	match op:
		case "PUSH":
			return execute(code, (imm, stack), pc + 1)
		case "ADD":
			x = stack[0]
			y = stack[1][0]
			return execute(code, (x + y, stack[1][1]), pc + 1)
		case "RETURN":
			return stack





The Python uses tuples and recursion to implement our simple machine simply. If we were to
invoke it like this:

if __name__ == "__main__":
	code = [
		("PUSH", 123123),
		("PUSH", 456),
		("ADD", None),
		("RETURN", None)
	]
	print(execute(code))





We would get the result 123579. To achieve our goal of regulating the chain’s state
using the stack machine, let’s add to our stack interpreter to add jumps with branching,
and a feature to explicitly set the program counter (where in the list of instructions we
read from).

Our new stack feature adds a GT operation which checks if the value at the top of the
stack is larger than the value next on the stack. Our stack program also returns the
return status of the program as a tuple now, which we can use to check if the program
executed correctly.

def execute(code, stack = None, pc = 0):
	(op, imm) = code[pc]
	match op:
		case "PUSH":
			return execute(code, (imm, stack), pc + 1)
		case "ADD":
			x = stack[0]
			y = stack[1][0]
			return execute(code, (x + y, stack[1][1]), pc + 1)
		case "RETURN":
			return (stack, True)
		case "GT":
			x = stack[0]
			y = stack[1][0]
			return execute(code, (x > y, stack[1][1]), pc + 1)
		case "JUMPIF":
			dst = stack[0]
			x = stack[1][0]
			pc = pc + 1
			if x:
				pc = dst
			return execute(code, stack[1][1], pc)
		case "REVERT":
			return (stack, False)





We could now implement a program that checks if the head of the stack is larger than 10:

if __name__ == "__main__":
	code = [
		("PUSH", 2),
		("PUSH", 10),
		("GT", None),
		("PUSH", 6),
		("JUMPIF", None),
		("RETURN", None),
		("REVERT", None)
	]
	print(execute(code))





Which returns (None, False)after jumping to REVERT. If revert did not come to pass (the
value is less than 10), we would’ve reached the return statement by simply passing the
jump operation.

This example is interesting, but it is deterministic and has no value for us. We need some
way to pass in code from the broader blockchain context. Perhaps some lookback features to
ask what was in the previous transactions?

Let’s add a feature that lets us check what the currently accumulating value in the
calculator is, using an operation called CURBLOCKVALS.

def execute(calc_acc, code, stack = None, pc = 0):
	def loop(stack, pc):
		(op, imm) = code[pc]
		match op:
			case "PUSH":
				return loop((imm, stack), pc + 1)
			case "ADD":
				x = stack[0]
				y = stack[1][0]
				return loop((x + y, stack[1][1]), pc + 1)
			case "RETURN":
				return (stack, True)
			case "GT":
				x = stack[0]
				y = stack[1][0]
				return loop((x > y, stack[1][1]), pc + 1)
			case "JUMPIF":
				dst = stack[0]
				x = stack[1][0]
				pc = pc + 1
				if x:
					pc = dst
				return loop(stack[1][1], pc)
			case "REVERT":
				return (stack, False)
			case "CURBLOCKVALS":
				return loop((calc_acc, stack), pc + 1)
	return loop(stack, pc)





Note that in the above we add a new argument, calc_acc. calc_acc is the accumulated
value on the blockchain of the previous calculator operations. Armed with the above, we
could amend our example from earlier to include this operation:

if __name__ == "__main__":
	cur_calc_state = 30
	code = [
		("PUSH", 10),
		("CURBLOCKVALS", None),
		("GT", None),
		("PUSH", 6),
		("JUMPIF", None),
		("RETURN", None),
		("REVERT", None)
	]
	print(execute(cur_calc_state, code))






This way of getting information in from the outside world lets us implement code that acts
as a restriction for the state that enters the blockchain. This could be very expressive,
depending on what we support. Indeed, the Solidity and Vyper programming languages compile
to a stack-based language, and as you’ve seen, the sky’s the limit with what’s possible to
build!

Returning to our example, what if we actually changed it that the transactions no longer
include the value we want to append to the blockchain state, but instead the stack
language appends the state itself?

That would be a very interesting idea, as it would expand the scope of the functionality
our machine supports. We could have the code RETURN the value that it has, using the last
item on the stack. That would invert the calculator concept! This adds feasibly infinite
programmability to our machine.

Let’s add a simple operation that just adds to the chain a number:

PUSH 10
RETURN





This would simply add “10” to the chain. Let’s bake this stack language into our
transaction system from before:

interface Stack {
  Op: string;
  Val: number;
}

interface Transaction {
  Code: Stack[];
  SubmitterPubKey: string;
  R: string;
  S: string;
}





Note that Transaction now no longer includes the Op and Val fields, only now having a
stack. It would look like this possibly:

const tx: Transaction = {
  Code: [
    { Op: "PUSH", Val: 10 },
    { Op: "RETURN", Val: 0 },
  ],
  SubmitterPubkey: "...",
  R: "...",
  S: "...",
};





So if we wanted to add some code that multiplies the current machine by 100 if the number
is more than 123, we could leverage a MUL operation that we’ll just assume exists here:

// We'll emit from below the R, S, V, and public keys:

const block: Block = {
  Transaction: [
    {
      Code: [
        { Op: "CURBLOCKVALS", Val: 0 },
        { Op: "PUSH", Val: 123 },
        { Op: "GT", Val: 0 },
        { Op: "PUSH", Val: 6 },
        { Op: "JUMP", Val: 0 },
        { Op: "REVERT", Val: 0 },
        { Op: "PUSH", Val: 100 },
        { Op: "MUL", Val: 0 },
        { Op: "RETURN", Val: 0 },
      ],
      SubmitterPubKey: "",
      R: "",
      S: "",
    },
  ],
  B: {
    Transaction: [
      {
        Code: [
          { Op: "PUSH", Val: 1000 },
          { Op: "RETURN", Val: 0 },
        ],
        SubmitterPubKey: "",
        R: "",
        S: "",
      },
    ],
    BlockProducerPubkey: "",
    R: "",
    S: "",
  },
  BlockProducerPubkey: "",
  R: "",
  S: "",
};





So this would set 1000 to the blockchain state, which the following program would then
check to see if it’s greater than 100, and if it is, then it would multiply it by 100. But
only if RETURN ends up taking place! If REVERT happened, then we could presumably just NOT
add to the history.

With this stack-based system, we can see it’s possible to create circumstances which
separate the participant from their liveness in the system. Looking back at what we’ve
shown off here:


	In a blockchain, people sign and share transactions, where they’re included in a
history of things that took place, before being aggregated together to produce a final
state: blockchains are state machines where the history is signed by people participating.


	We’ve established that a specialised producer of history for the blockchain is titled a
block producer, and they aggregate transactions, which are loaded sequentially by whoever
is responsible for the history at the time. 3. We’ve established that we can implement a
stack machine to have programming on our blockchain, to have state that’s predicated on
what’s been included before.




Visual recap:


        flowchart TD
  Transaction -->|Is collected by a block producer| Block -->|Machines receiving the blockchain interpret what it means| State
    



5. Introducing a real blockchain (Arbitrum)

Let’s introduce Arbitrum and how it differs. Arbitrum is a “Ethereum Virtual Machine (EVM)
equivalent” blockchain with a centralised producer of blocks. EVM-equivalence is support
for the EVM stack language, and support for the calling conventions and storage
functionality of the EVM.

For our purposes of explanation, we’ll be discussing how the machine works and the
operations the machine provides by way of the explanation with Stylus, but not the EVM and
its implementation itself.

With Arbitrum, when it comes to blocks, the centralised producer of thme is the sequencer.
Arbitrum works on a First In First Out (FIFO) order of operations, with a fastlane that
can be rented to have exclusive access to for a period of time. Block production resembles
this diagram:


        flowchart LR
    Transaction -->|Sends to the sequencer. Waits a few seconds| Sequencer -->|Adds transaction to| Blockchain
    

5.1. How does Arbitrum work?

Arbitrum, like our machine from before, supports a stack machine with ways to get
information into the machine as it runs after being instigated from the transaction. This
information can be the signer of the transaction, and information derived from an entity
on Arbitrum called the Account.



5.2. Accounts

The Account is a collection of bits of information. On Arbitrum, stack code isn’t sent in
the transaction, it’s included on-chain following a special transaction, where it’s
associated with an Account.

Accounts have storage of the amount of a native cryptocurrency to Arbitrum, Ether is a
number associated with accounts that has symbolic meaning as the cryptocurrency that needs
to be exchanget to do things on Arbitrum.

To prevent abuse, Accounts also have a counter of the previously send transactions called
the nonce. This is used to derive the location of new smart contracts when code is
submitted, and to prevent a situation where someone simply resends a transaction and its
signature to the chain. This prevents consequences where the signature of a transaction to
the effect of “I send Jack \(100” can’t be simply resent to make Jack very rich. Instead
the transaction would be to the effect of “I send Jack \)100 (nonce 0)”, and the nonce is
remembered to have been used.


        flowchart LR
  Address --> Ether
  Address --> Code
  Address --> Nonce
  Address --> Storage
    
Arbitrum identifies accounts by their public key, which it converts to a special format
called an address. What’s an address, why are Accounts addressed by it? When we introduced
public keys earlier, they were 65 bytes large. It’s possible to reduce the size somewhat
safely to 20 bytes by taking the public key we introduced earlier, taking it and then
hashing it. Arbitrum uses another hashing function that we don’t use in the code from
above, keccak256.

To do this, we need to take the public key in its uncompresed form, prune the first byte
(which is used to indicate that the public key is compressed or uncompresed), and then
supply it to keccak256. We can then take the last 20 bytes from the result to have the
address. This system lets us save on space by paying a computation expense. This is the
action in progress:

keccak256(createPublicKey(randomBytes)[1:])[12:]





Arbitrum requires senders to pay to send transactions using the native cryptocurrency
Ether, with balances that it remembers using the accounts system. It functions like a way
of managing the cost for the blockchain sequencer to execute the transaction it was given.

Each operation that the machine performs costs gas, a unit of currency that’s programmed
by the Arbitrum VM to be set for every operation, which is multiplied by the price in the
transaction, converting it to Ether. So gas fulfills the role of being a simple unit to
say “doing this costs the Arbitrum sequencer this much in compute”.

interface Transaction {
  ...
  GasAvailable: number; // The maximum units of gas we can spend
  GasPrice: number;     // The "price" of the gas that we multiply the gas available with to get the ether to spend with
  ...
}






\[
\text{ether\_paid} = \min(\text{maximum\_gas\_available}, \text{gas\_needed}) \times \text{gas\_price}
\]

Transactions might do complicated things, like perform financial math, or they might waste
time, so Arbitrum charges a fee to prevent abuse. This creates a situation where in a
rational system the amount of token spent on the system is greater than or exceeding the
external benefit the action created.

If they exceed the gas available in the transaction, the transaction will fail, and the
sender will pay all of the gas available multiplied by the gas price. So every time the
stack machine does something, it costs a fee that’s added up for the transaction to pay.

When transactions fail on Arbitrum, their effect on the rest of the blockchain’s state is
rolled back like it never took place, and the sender pays all the gas they provided for
the transaction. Each Arbitrum transaction causes gas to be spent.


        flowchart TD
  User -->|Sends maximum compute the transaction can spend| Transaction -->DidTransactionSpendLessGas[Did transaction spend less gas than it set as maximum?] -->|Yes| CommitOnChain[The transaction had an impact]
  DidTransactionSpendLessGas -->|No| DontCommitOnChain[The transaction had no impact]

    
This system of failing if we can’t afford to pay for it lets us protect ourselves from
situations with behaviour we can’t define by only allowing us to run code we understand.
Users using Arbitrum can estimate the gas costs ahead of time.

They can do this by asking an Arbitrum node for help. An Arbitrum node is a computer that
runs connected to the sequencer to try to guess what it will do next. The node will
estimate the costs ahead of time by running the code with unlimited gas but not persisting
any changes to the blockchain history, then reporting what it costs.

Ether is made available initially by sending it from another chain that Arbitrum is
connected to, Ethereum. We’re intentionally trying to avoid explaining the Ethereum
connection, so we won’t touch on how the connection of the token happens for now.

Finally, Accounts are optionally made up of code, which are invoked on demand by users by
addressing the Account using its address using transactions with Calldata included. These
Accounts have storage which the code can manipulate, which is a key-value addressable map
of EVM words (32 byte numbers).


5.2.1. Transactions

Accounts that lack code, aka Externally Owned Accounts, send transactions. Transactions
that interact with the chain in their basic form look like this on Arbitrum:

type Address = string;  // 20 bytes  40char hex (or "0x" + 40 hex)

interface Transaction {
  Target: Address;      // Account that will receive this calldata or Ether
  Calldata: string;     // Bytes that the target can process when being invoked
  Nonce: number;        // What number this transaction is for the Account
  GasAvailable: number; // The gas that we can spend in this transaction
  GasPrice: number;     // The price of the gas that we multiply the gas spent to get the ether cost
  R: string;            // Hex-encoded part of the signature (R)
  S: string;            // Hex-encoded part of the signature (S)
  V: number;            // Parity for the signature
}





Let’s explain these values. The Target is the recipient of the Calldata content,
which is interpreted by the code at the address given if a smart contract lives there.

Calldata is arbitrary content that’s put on-chain, and if the Target is not
supplied, is processed like a smart contract creation. A smart contract creation is the
execution of the Calldata for the purpose of creating a new smart contract that lives at
an address we derive from the sender of this transaction.

The Nonce is a count of the amount of transactions users have submitted in the past.

The Gas Available is units of gas that can be spent for the operation to happen. The
Gas Price is the multiplier for the units of gas that was spent for each operation in
the transaction’s code so we can convert the gas that was spent to Ether in how we charge
the sender.

Returning to the R, S, V values: V is a compression technique we’ll leverage
with the elliptic curve cryptography to avoid having to supply the public key in the
transaction. It lets us perform a special type of recovery by using the V value as the
“parity value”. But we won’t get into this, just know that with this field we can avoid
having to provide the transaction signer’s public key, so we can safely omit it. Think
about it like the public key field: it saves the amount of information that we have to
pass around.



5.2.2. What’s a smart contract?

This transaction system differs from the stack language embedded in transactions, in that
the stack code that’s executed is not in the transaction. It is code that was saved
on-chain, that’s addressable by the target field. This is a smart contract! It’s a bit of
code that has its own balance, and its own way of being addressed.

At any point, someone could have created smart contract code like so:

// We omit several fields:

Transaction {
	Calldata: []byte{0x60, 0x07, 0x80, 0x60, 0x09, 0x3d, 0x39, 0x3d, 0xf3, 0x36, 0x5f, 0x5f, 0x37, 0x36, 0x5f, 0xf3},
}





The code in the transaction here creates a new smart contract with code that returns the
content in Calldata back to the user.

This contract was created at a address, derived from the sender’s public key keccak hashed
with the Account’s nonce field (which should be equal to the transaction’s nonce). The
nonce is a count of the amount of transactions that were sent by the owner of the public
key.

So, if we were to have the address 0x09fe2a16951fdb076a1d331e7f9227ebf0d8e6c1, and we
were to deploy a contract, and it’s the first transaction for this address so the nonce is
0, we would end up with the contract deployment here:

keccak256(pack(0x09fe2a16951fdb076a1d331e7f9227ebf0d8e6c1, 0))[12:] = 0x671687fb252f7581D8CFbc9A00009B0c4C3cc916





Which would then have the code we just deployed there. What happens when someone invokes
the contract we just deployed? They would send a transaction like this:

// Transaction has several fields being omitted here for brevity:
Transaction {
	// Target being set with addr simply decodes hex.
	Target: addr("671687fb252f7581D8CFbc9A00009B0c4C3cc916"),
	Calldata: bytesX("code here")
}





As a reminder: the calldata is a stream of bytes that we provide in the transaction that
the contract can read from within its execution.

0x60, 0x07, 0x80, 0x60, 0x09, 0x3d, 0x39, 0x3d, 0xf3, 0x36, 0x5f, 0x5f, 0x37, 0x36, 0x5f, 0xf3





Is equivalent in EVM assembly (that we won’t cover here, since we’re focusing on Stylus
and WASM) to creating a contract that returns the same input. It would return the same
calldata we sent it, like an echo.





6. How does Arbitrum execute code?

Arbitrum supports two machines that it can run for code execution. The first is the EVM,
which we won’t cover here. The second is Arbitrum Stylus, powered by Webassembly.


6.1. What’s Webassembly (WASM)?

Webassembly is a stack-based instruction set architecture (ISA) leveraged by Arbitrum,
developed by a committee with members from Google, Microsoft, Fastly and Cloudflare that
sees its main adoption in the web browser and at edge compute.

WASM is used as a static binary translation layer. Translated: code that’s compiled to
WASM is translated then stored as a native executable (what your locral computer runs)
after an activation stage. In our fake blockchain example, we had a fake stack-based
language that we interpreted using Python. With WASM, the blockchain converts the code
ahead of time from the interpreted language to a separate program that it runs.



6.2. Why?

Browsers are complex, with the amount of different features they support and the hosts
they run on, and WASM functions as a high performance drop in for browser scripting. The
V8 Javascript interpreter that runs on Chromium browsers (Brave, Chrome, etc) optimizes
several Javascript operations, and even ARM processors support an operation that’s
associated with Javascript, but interpreting Javascript (or any stack based languages that
don’t resemble the local machine, for that matter) will ultimately be less performant than
interpreting a instruction-based machine.

Compilers are complex enough to optimise languages to perform better when interpreted as
low-level code, though Javascript is a high level interpreted language, so it cannot be
optimised to the extent that a stack machine could be.

WASM is a target for the most popular compiler toolchain, LLVM. LLVM is a complier
toolchain that outputs executable (stack or register machine code) after translating it
from an intermediate representation. LLVM leverages several decades of optimisations and
improvements, and generated code generally is high performance and well optimised.

Webassembly simulators can leverage LLVM to alternate between just-in-time simulation of
Webassembly code (like our Python code), and direct translation to a local binary (like
Arbitrum).

WASM has static jumps and supports external functions, making it very suitable as a static
translation layer to a host machine like the way its being used here. The alternative,
dynamic jumps entirely taking place at runtime (without type aware indirect jumping), is
hard to optimise for and to provide with a static translation without a just in time
interpreter.



6.3. How is WASM run on-chain?

The process of the Arbitrum node running WASM converted code on-chain is like this:


        flowchart LR
  WASM --> CREATE --> Activate --> Run
    
First, the programming language Rust is written so as to be is compiled to WASM using the
Rust compiler leveraging LLVM.

Second: the WASM code is sent on-chain using the transaction from earlier. This forms the
code section of the account for the address that we derived from the address and nonce.

Thirdly, the WASM code is converted to native code on the Arbitrum sequencer when a
transaction is sent that runs the activate smart contract. This step is the interaction
with the blockchain using the transaction sending format to ask it to do the conversion
for us.

Fourthly: we run the code we compiled to the native code. This is the standard process for
running code this way.

An example program in Rust that runs on-chain:

// A simple program that returns whatever it's given.

#![no_std]
#![no_main]

// When something terrible happens, the program will jump to this
// function to handle a problem and blow up if it can.
#[panic_handler]
fn panic_handler(_: &core::panic::PanicInfo) -> ! {
    core::arch::wasm32::unreachable()
}

// For us to interact with the broader blockchain, in the Rust
// programming language, we must use these functions:
#[link(wasm_import_module = "vm_hooks")]
unsafe extern "C" {
    fn pay_for_memory_grow(pages: usize);
    fn read_args(out: *mut u8);
    fn write_result(d: *const u8, l: usize);
}

// And we must define this function ourselves if we can. This function
// is kept to provide a reference to pay_for_memory_grow.
#[unsafe(no_mangle)]
pub unsafe fn mark_used() {
    unsafe { pay_for_memory_grow(0) }
    panic!();
}

// The actual entrypoint for our contract. WASM code starts running by
// the host running the WASM code addressing a specific function.
#[unsafe(no_mangle)]
fn user_entrypoint(len: usize) -> usize {
    let mut x = [0u8; 1024];
    assert!(x.len() >= len);
    unsafe {
        read_args(x.as_mut_ptr());
        write_result(x.as_ptr(), len);
    }
    0
}





This program does nothing but reply to the user with the calldata they were given. It
leverages a few external functions that interact with the blockchain state and the content
embedded in the transaction. When the binary is invoked by the sequencer that we compiled
our WASM to, the external functions that we provided here are linked by the sequencer.

When external functions are run, the code execution is given up to the host running the
code we provided, and taken over from the guest. These functions operate on memory
locations in the WASM code.



	Name

	Description





	pay_for_memory_grow

	This function pays for the allocation of new memory that we weren’t aware of ahead of time using gas. The activation step of converting the WASM code to native code translates the allocation of linear memory to call this function. It must be referred to as an external function and not removed by LLVM performing dead code elimination (the removal of things we don’t use), so the activation step knows how to replace the heap allocation code to use this.



	read_args

	This is a way to get from the transaction the calldata that was given for the target.  read_args can be invoked on any contiguous block of memory by using its pointer.



	write_result

	Sets the return value of the transaction for us to look at when we simulate the code, or to pass back to the contract that invoked the smart contract themselves.








6.4. How does WASM differ from the stack machine we showed off before?

This Rust was compiled to WASM code that we’ll dip into soon. The machines differ in a few
ways that we’ll explain here, with the machines in their simplest forms (no lookup table
is here for the WASM machine):

interface WasmMachine {
  Code: Uint8Array;
  OpStack: Uint8Array;
  LinearStack: Uint8Array;
  Variables: Uint32Array;
  Pc: number;
  Control: WasmControl;
}

interface WasmControl {
  From: number;
  Until: number;
  Next?: WasmControl;
}





There are a few differences here:


	Changing the program counter (denoted as pc here) in the EVM is done using an operation
(JUMP) and is done by pointing to a specific location, much like our example VM from
before. The WASM machine jumps to a specific location using a label. This makes it
possible to predict branching, but it requires the interpreter to implement extra
complexity with a jump table.


	There are two stacks in the WASM machine. One is a strictly operator stack, which is
useful for interim math operations. The other, the linear stack, is a contiguous allocated
block of memory ahead of time. The program declares the size of the stack ahead of time
when it’s loaded by its host for the first time, whereas the EVM machine grows.


	The WASM machine also has a separate integer-addressed storage called the variables
layout. This is useful for interim operations as well.


	On top of all the differences that the WASM machine has, it also has embedded in the
stack machine a custom control flow where it’s possible to have an indication of when the
current control frame ends, and where to jump out once things are completed. This is
implemented in the form of knowing where the control started, and ended. Once the ending
is reached in the program counter, then the code jumps to the previous frame. This is a
part of the structured control flow that WASM affords us.




Let’s address these things:


6.4.1. What’s memory?

In our fictional stack machine, we worked entirely with the stack as a stream of
operations that are interpreted as the program has its life. Our stack machine from our
calculator example could be extended to have a way for it to store information outside of
the stack, or as its known, memory:

def mem_grow(ext, size):
	diff = size - len(ext)
	return ext + [0] * diff

def mem_insert(src, dst, offset):
	src = list(src)
	mem = dst
	if len(src) > len(dst) + offset:
		needed = len(src) + offset - len(dst)
		mem = mem_grow(mem, needed)
	return mem[:offset] + src + mem[offset+len(src):]

def execute(code, stack = None, pc = 0):
	def loop(stack, mem, pc):
		(op, imm) = code[pc]
		match op:
			case "PUSH":
				return loop((imm, stack), mem, pc + 1)
			case "RETURN":
				return (stack, mem, True)
			case "MSTORE":
				off = stack[0]
				val = stack[1][0]
				src = val.to_bytes(8, byteorder="big")
				return loop(stack[1][1], mem_insert(src, mem, off), pc + 1)
	return loop(stack, [], pc)





This is equivalent to the EVM’s linear memory, with the exception that our memory grows as
it’s used based on the offset, and we don’t align the memory that gets allocated. We don’t
ask for more memory, it becomes available as we go to use it. We chose big endian as the
encoding format for no reason other than on Arbitrum that’s the standard encoding
convention in calldata (WASM is a little endian machine).

The above machine could be manipulated like this:

if __name__ == "__main__":
	code = [
		("PUSH", 123),
		("PUSH", 0),
		("MSTORE", None),
		("PUSH", 456),
		("PUSH", 8),
		("MSTORE", None),
		("RETURN", None)
	]
	print(execute(code))





This code creates memory like the following:

[0, 0, 0, 0, 0, 0, 0, 123, 0, 0, 0, 0, 0, 0, 1, 200]





It encodes the integers it has on the stack to its linear memory as big endian. We could
have some code that manipulates our memory, like shifting it around, or using it as a
scratch space to store data.



6.4.2. How does WASM leverage memory?

Let’s implement some basic code that manipulates linear memory. Unlike our first stack,
this stack is going to be byte aware (one item in the array is a byte) after encoding the
integers it goes to store:

def mem_insert(src, dst, offset):
	src = list(src)
	mem = dst
	return mem[:offset] + src + mem[offset+len(src):]

def execute(code, stack = [], sp = 32, pc = 0):
	def loop(sp, stack, pc):
		(op, imm) = code[pc]
		match op:
			case "SUBSPIMM":
				return loop(sp - imm, stack, pc + 1)
			case "SWIMM":
				src = imm.to_bytes(8, byteorder="big")
				return loop(sp, mem_insert(src, stack, sp), pc + 1)
			case "RETURN":
				return (stack, True)
	return loop(sp, stack, pc)





We also added a stack pointer register that remembers the location of where the linear
memory stack is currently operating on with the operations that we give the user. Before
the code works, we need to adjust the stack pointer to provide us with more space to store
the immediate word we have on the stack.

We added some operations that use the immediate value to manipulate the stack pointer.
These let us adjust the location of the code. We can use this like this:

if __name__ == "__main__":
	code = [
		("SUBSPIMM", 8),
		("SWIMM", 123),
		("SUBSPIMM", 8),
		("SWIMM", 456),
		("RETURN", None)
	]
	print(execute(code))





Which results in:

([0, 0, 0, 0, 0, 0, 0, 123, 0, 0, 0, 0, 0, 0, 1, 200], True)







6.4.3. WASM’s use of variable storage

We showed off that the WASM machine also has a register of variables that it accesses by
integer. Let’s make an adjustment to our code to add some operations that work on the
registers as well as the linear memory:

def execute(
	code,
	regs = [0] * 10,
	sp = 32,
	lin_stack = [0] * 32,
	pc = 0
):
	def loop(sp, regs, lin_stack, pc):
		(op, imm) = code[pc]
		match op:
			# Set the register to the content of the current top of the stack:
			case "REGIMM":
				regs[imm] = int.from_bytes(lin_stack[sp:sp+8], byteorder="big")
				return loop(sp, regs, lin_stack, pc + 1)
			# Reduce the stack pointer by the immediate value:
			case "SUBSPIMM":
				return loop(sp - imm, regs, lin_stack, pc + 1)
			# Store at the current linear memory location the immediate:
			case "SWIMM":
				src = imm.to_bytes(8, byteorder="big")
				return loop(sp, regs, mem_insert(src, lin_stack, sp), pc + 1)
			# Add the current value at the stack pointer with the register value
			# provided by the register:
			case "SREGADD":
				x = int.from_bytes(lin_stack[sp:sp+8], byteorder="big")
				y = regs[imm]
				z = (x + y).to_bytes(8, byteorder="big")
				return loop(sp, regs, mem_insert(z, lin_stack, sp), pc + 1)
			case "RETURN":
				return (lin_stack, regs, True)
	return loop(sp, regs, lin_stack, pc)





This code starts with a 32 byte linear memory that won’t grow, 10 registers, and a stack
pointer set to 32. You can see that with WASM’s registers format, we can add a version of
our existing operations to get more data in beyond the immediate value. This lets us avoid
complex stack manipulation operations. Stack manipulation when you only have the stack
sucks! We can keep our operations small this way, by only allowing one immediate value.
Indeed:

if __name__ == "__main__":
	code = [
		# First, reduce the stack pointer that started at 32 by 8:
		("SUBSPIMM", 8),
		# Store at the linear memory the number 123, a uint64 so 8 bytes:
		("SWIMM", 123),
		# Take the word at the current stack pointer and set to register 2,
		# aka set 123:
		("REGIMM", 2),
		# Let's set to the same stack location another value:
		("SWIMM", 81291),
		# Add the current register value at 2 to the top value of the stack,
		# then set to the 2 register:
		("SREGADD", 2),
		# And return!
		("RETURN", None)
	]
	print(execute(code))





Results in:

([0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 123], [0, 0, 123, 0, 0, 0, 0, 0, 0, 0], True)





Note that none of the above functions actually exist in the WASM machine, and instead
exist to show off the difference between the fake stack machine we made and WASM.



6.4.4. WASM and the operand stack

WASM supports another stack beyond the linear stack. This secondary stack is called the
operand stack. It behaves like the original stack that we covered, with operands that
perform the equivalent of push and pop.

We’ve already seen how this works, but to recap the operand stack:

def execute(
	code,
	regs = [0] * 10,
	sp = 32,
	op_stack = [],
	lin_stack = [0] * 32,
	pc = 0
):
	def loop(sp, regs, op_stack, lin_stack, pc):
		(op, imm) = code[pc]
		match op:
			case "OPADD":
				x = stack[0]
				y = stack[1][0]
				z = x + y
				return loop(sp, regs, (z, stack[1][1]), lin_stack, pc + 1)
	return loop(sp, regs, stack, pc)





You could imagine how this is useful, with an operation that carries the op stack over to the variables registers, and the linear memory.

So to recap the machine that we’ve seen so far with WASM:

interface WasmSoFar {
    OperandStack: Uint32Array;
    LinearMemory: Uint8Array;
}





Remember that WASM in the Arbitrum Stylus context has 4-byte (32 bit) words, so we need a
stack to store these numbers instead of a contiguous block of memory.



6.4.5. WASM and structured control flow

WASM is a programming language with structured control flow: all locations are known ahead
of time for jumping. In our original stack language, it was based entirely arbitrarily but
with static destinations of the jump, being based on the stack.

Extending our machine, we can add explicit control flow.Let’s extend the code to include a
loop section and a if statement:

def execute(
	code,
	ctl,
	regs = [0] * 10,
	sp = 32,
	op_stack = [],
	lin_stack = [0] * 32,
	pc = 0
):
	def loop(sp, regs, op_stack, lin_stack, ctl, pc):
		(op, imm) = code[pc]
		match op:
			# Control flow statement that checks if the top of the operand
			# stack is true, and if it is enter the if statement block. If the
			# statement is false, enter the OFIFEND block that the control flow
			# tuple has.
			case "OPIF":
				(_, end, else_) = ctl[imm]
				next = None
				if op_stack[0]:
					next = pc + 1
				elif else_ is None:
					next = end
				else:
					next = else_ + 1
				return loop(sp, regs, op_stack[1], lin_stack, ctl, next)
			# No-op for illustration purposes.
			case "OPIFEND":
				return loop(sp, regs, op_stack, lin_stack, ctl, pc + 1)
			# Beginning of the branching for the else statement. If this is
			# encountered, we assume the if block preceding this was completed,
			# and jump out.
			case "OPIFELSE":
				(_, end, _) = ctl[imm]
				return loop(sp, regs, op_stack, lin_stack, ctl, end)
			# Push the immediate onto the operand stack.
			case "OPPUSH":
				return loop(sp, regs, (imm, op_stack), lin_stack, ctl, pc + 1)
			# Increment the top value of the operand stack.
			case "OPINCR":
				op_stack = (op_stack[0] + 1, op_stack[1])
				return loop(sp, regs, op_stack, lin_stack, ctl, pc + 1)
			# Begin to loop, preparing to wrap around using the control flow
			# identified by the immediate.
			case "LOOP":
				c = ctl[imm]
				ctl = ctl + [c]
				return loop(sp, regs, op_stack, lin_stack, ctl, pc + 1)
			# Jump back to the start of the loop.
			case "LOOPEND":
				(start, end, _) = ctl[imm]
				return loop(sp, regs, op_stack, lin_stack, ctl, start + 1)
			# Duplicate the top of the opersand stack.
			case "OPTEE":
				op_stack = (op_stack[0], op_stack)
				return loop(sp, regs, op_stack, lin_stack, ctl, pc + 1)
			# Pop the top of the stack, and check if it's larger than the
			# immediate. Push true or false based on this.
			case "OPGTIMM":
				op_stack = (op_stack[0] > imm, op_stack[1])
				return loop(sp, regs, op_stack, lin_stack, ctl, pc + 1)
			# Break the control flow that we're in based on the immediate.
			case "BREAK":
				(start, end, else_) = ctl[imm]
				ctl = ctl[:len(ctl) - 1]
				return loop(sp, regs, op_stack, lin_stack, ctl, end + 1)
			# Return.
			case "RETURN":
				return (regs, op_stack, lin_stack, ctl, pc, True)
	return loop(sp, regs, op_stack, lin_stack, ctl, pc)





This code can be invoked to loop, counting a number until it has more than 10, breaking
out:

if __name__ == "__main__":
	code = [
		# Push 1 onto the operand stack.
		("OPPUSH", 1),
		# Begin looping.
		("LOOP", 0),
		# Duplicate the current stack item.
		("OPTEE", None),
		# If the current top of the stack is greater than 10, append the answer.
		("OPGTIMM", 10),
		# If the previous statement is true, then enter the following statement.
		("OPIF", 1),
		# Break out of the current loop.
		("BREAK", 0),
		# If the statement above the OPIF operation is false, run from here.
		# If this is run into on its own, then we assume they completed, and
		# we jump to the OPIFEND operation.
		("OPIFELSE", 1),
		# Increment the current top of the stack.
		("OPINCR", None),
		# Doesn't do anything!
		("OPIFEND", 1),
		# Jump back to the start of the loop.
		("LOOPEND", 0),
		("RETURN", None)
	]
	ctl = [
		# Loop statement lasts from operation 1 and 9.
		(1, 9, None),
		# If statement lasts from 5 to 8 if it's true, or 8 to 6 if it's false.
		(5, 8, 6)
	]
	print(execute(code, ctl))





This code explicitly has control flow that’s not based on setting the program counter at
the end of the loop.

We’re unlike WASM in that we’ve explicitly added a section to the arguments that’s
responsible for the control flow here to make things simpler, this could have been
provided by a simple pass over a more structured program. Note that we didn’t enforce any
destination checks on the jumping, which an interpreter might do to make sure that the
code is correct. It uses the else label as a way to immediately take the user to the end
of the control flow, assuming they lived past the running of the main if branch.

This results in explicit control over the application’s looping, and easier conversion to
other languages, analysis, and safety. All of these features together is why WASM is
suitable as a high performance layer over existing high level technologies. Extra safety,
more information to compiler and interpreter authors, and more.




6.5. WASM echo contract example

Now that we’ve introduced a fake machine with enough similarities to WASM to illustrate
how it works, let’s show off WASM compiled code. Remember this from earlier:

#[unsafe(no_mangle)]
fn user_entrypoint(len: usize) -> usize {
    let mut x = [0u8; 1024];
    assert!(x.len() >= len);
    unsafe {
        read_args(x.as_mut_ptr());
        write_result(x.as_ptr(), len);
    }
    0
}





This code is first converted from Rust to LLVM IR, then to WASM. We can use tools to
visualise the way the WASM looks after it’s been compiled. Note that we’ve made a
post-processing pass on this to eliminate some dead code:

(module
  (type (;0;) (func (param i32)))
  (type (;1;) (func (param i32 i32)))
  (type (;2;) (func))
  (type (;3;) (func (param i32) (result i32)))
  (import "vm_hooks" "pay_for_memory_grow" (func (;0;) (type 0)))
  (import "vm_hooks" "read_args" (func (;1;) (type 0)))
  (import "vm_hooks" "write_result" (func (;2;) (type 1)))
  (func (;3;) (type 2)
    i32.const 0
    call 0
    unreachable)
  (func (;4;) (type 3) (param i32) (result i32)
    (local i32)
    global.get 0
    i32.const 1024
    i32.sub
    local.tee 1
    global.set 0
    local.get 1
    i32.const 0
    i32.const 1024
    memory.fill
    local.get 0
    i32.const 1025
    i32.ge_u
    if  ;; label = @1
      unreachable
    end
    local.get 1
    call 1
    local.get 1
    local.get 0
    call 2
    local.get 1
    i32.const 1024
    i32.add
    global.set 0
    i32.const 0)
  (memory (;0;) 16)
  (global (;0;) (mut i32) (i32.const 1048576))
  (global (;1;) i32 (i32.const 1048576))
  (global (;2;) i32 (i32.const 1048576))
  (export "memory" (memory 0))
  (export "mark_used" (func 3))
  (export "user_entrypoint" (func 4))
  (export "__data_end" (global 1))
  (export "__heap_base" (global 2)))





This is a S expression representation of the outputted machine code. You can see that we
import the external functions that we imported earlier from the Stylus machine, and that
we export a function called “user_entrypoint” as func 4. We can see that we export
mark_used , which actually performs no purpose other than to ensure we have
pay_for_memory_grow exported by the WASM executable so as to be replaced later . All
external function invocation happens where a special operand stack working function called
call is invoked with the number of its target defined in the source code earlier.

Explaining further:

(func (;4;) (type 3) (param i32) (result i32)
  (local i32)    // Sets on the variable registers a zero int!
  global.get 0   // We get here the stack pointer onto the operand stack.
  i32.const 1024 // We push onto the operand stack 1024.
  i32.sub        // We subtract the stack pointer by 1024. [diff]
  local.tee 1    // We copy the top of the stack! [diff, diff]
  global.set 0   // And we set the stack pointer to the previous sp - 1024. [diff]
  local.get 1    // We get the content of a local register, 1. [len, diff]
  i32.const 0    // We push onto the stack the value 0! [0, len, diff]
  i32.const 1024 // And then we push 1024. [1024, 0, len, diff]
  memory.fill    // Which we finally pass to the fill operation. [diff]





This is our Rust code so far:

let mut x = [0u8; 1024];





In that code, we’ve allocated a variable, the 1024 byte block of memory that we used to
read the calldata sent to this contract from, which we also set to 0 in the code.
Following that we:

// As we begin this program's life, we have on the stack [diff]
local.get 0       // We copy the length argument to user_entrypoint here! [len, diff]
i32.const 1025    // And we copy 1025 to the stack. [1025, len, diff]
i32.ge_u          // We do an unsigned comparison to see if length > 1025. [bool, diff]
if  ;; label = @1 // And if it is, then we call unreachable, which blows up! [diff]
  unreachable     // Equivalent to REVERT from our fake stack machine.
end
local.get 1       // We get the buffer pointer here for calldata to the operand stack! [buffer, diff]
call 1            // We call the code "read_args" now! We consume the buffer pointer. [diff]





So this code is equivalent to this Rust code:

assert!(x.len() >= len);
unsafe {
    read_args(x.as_mut_ptr());





Simple so far. We create memory on the stack, we zero it out with 0, then we call a
function that writes to it, with the argument that we load from the operand stack. The
compiler doesn’t know that we’re going to be spending the entire stack allocation, so it
zeroes everything out to avoid undefined behaviour.

We know from the type signature of read_args that we won’t get anything back from it, so
the stack will remain the same. Now we can invoke the write_args function:

// This code has on the stack the diff between the stack pointer and the length.
local.get 1    // We get the first variable that we have. [buffer, diff]
local.get 0    // We get the stack pointer. [sp, buffer, diff]
call 2         // We call the write args function. It takes two operand stack items. [diff]
local.get 1    // We get the buffer at the end of the program. [buffer, diff]
i32.const 1024 // We add 1024. [1024, buffer, diff]
i32.add        // We reset the stack pointer to where it started! [1024 + buffer, diff]
global.set 0   // We set the stack pointer back to where it was when we started!
i32.const 0    // Finally, we return 0 from the program! [0, diff]
)





So, in this program’s life, we set up the stack by decreasing it, we did our operation,
then we reset the stack. Cool! In the code above we specifically:

unsafe {
    write_result(x.as_ptr(), len);
}
0





Which literally just set the location of the buffer and the length as the return value.



6.6. WASM example making use of storage

Let’s show off two more basic contracts making use of Arbitrum operations before we
proceed with the rest of the example suite. Reminder of the Accounts system:


        flowchart LR
  Address --> Ether
  Address --> Code
  Address --> Nonce
  Address --> Storage
    
Accounts each have a key-value addressed map that code associated with this account can
run. This is how we can persist storage access in the EVM. It might look like this in our
stack machine:

def execute(code, storage = {}, stack = None, pc = 0):
	(op, imm) = code[pc]
	match op:
		case "PUSH":
			return execute(code, storage, (imm, stack), pc + 1)
		case "SSTORE":
			key = stack[0]
			value = stack[1][0]
			storage[key] = value
			return execute(code, storage, stack[1][1], pc + 1)
		case "RETURN":
			return (stack, storage, True)





So this is just a boring key-value map situation that happens that we can manipulate
ourselves:

if __name__ == "__main__":
	code = [
		("PUSH", 123),
		("PUSH", 0),
		("SSTORE", None),
		("RETURN", None)
	]
	print(execute(code))





Which sets at slot 123:

(None, {0: 123}, True)





Returning to our WASM code, to interact with the storage key-value map that we get for
each address, we can use these external functions:

unsafe {
    fn storage_load_bytes32(key: *const u8, out: *mut u8);
    fn storage_cache_bytes32(key: *const u8, from: *const u8);
}





WASM uses the cache bytes function to enforce that our code isn’t capable of writing to
its storage for access control reasons (note the view method in Solidity from our last
article/workshop).

Which we can use like this to implement a simple counter smart contract:

#[link(wasm_import_module = "vm_hooks")]
unsafe extern "C" {
    fn pay_for_memory_grow(pages: usize);
    fn storage_flush_cache(clear: bool);
    fn storage_load_bytes32(key: *const u8, out: *mut u8);
    fn storage_cache_bytes32(key: *const u8, from: *const u8);
}

#[unsafe(no_mangle)]
fn user_entrypoint(_: usize) -> usize {
    let key = [0u8; 32];
    let mut val = [0u8; 32];
    unsafe {
        storage_load_bytes32(key.as_ptr(), val.as_mut_ptr());
    }
    val[31] += 1;
    unsafe {
        storage_cache_bytes32(key.as_ptr(), val.as_ptr());
        storage_flush_cache(true);
    }
    0
}





This code reads the storage slot at 0, and increases it by 1 at the last byte, then saves
it. When we invoke this contract by deploying it (to the Superposition testnet), then
invoking it:

% bobcat-deploy https://testnet-rpc.superposition.so $(private-key) 02-storage.wasm
0x72359e32b7d093182f9092a26e920a5fcc9b7872
% cast send --private-key $(QEP superposition) 0x72359e32b7d093182f9092a26e920a5fcc9b7872





When we invoke it, it bumps up the storage slot the storage slot. We can see this
ourselves after the first iteration of us setting it:

% cast storage 0x72359e32b7d093182f9092a26e920a5fcc9b7872 0
0x0000000000000000000000000000000000000000000000000000000000000001
% cast send --private-key $(QEP superposition) 0x72359e32b7d093182f9092a26e920a5fcc9b7872
...
% cast storage 0x72359e32b7d093182f9092a26e920a5fcc9b7872 0
0x0000000000000000000000000000000000000000000000000000000000000002







6.7. WASM example calling other code

Another feature that the Arbitrum virtual machine gives us is the ability to call other
contracts by invoking their code, receiving a reply. To achieve this, we use the following
external functions:

unsafe {
		/// Call a contract, allowing it to mutate its storage.
    fn call_contract(
        contract: *const u8,
        calldata: *const u8,
        calldata_len: usize,
        value: *const u8,
        gas: u64,
        return_data_len: *mut usize,
    ) -> u8;

		/// Call a contract, but revert if they change their storage.
    fn static_call_contract(
        contract: *const u8,
        calldata: *const u8,
        calldata_len: usize,
        gas: u64,
        return_data_len: *mut usize,
    ) -> u8;

    /// Actually read the return data from the alst request.
    fn read_return_data(dest: *mut u8, offset: usize, size: usize) -> usize
}





Let’s use this to ask the Arbitrum virtual machine information about the current block
number this transaction would be included in:

#[link(wasm_import_module = "vm_hooks")]
unsafe extern "C" {
    fn pay_for_memory_grow(pages: usize);
    fn write_result(d: *const u8, l: usize);
    fn static_call_contract(
        contract: *const u8,
        calldata: *const u8,
        calldata_len: usize,
        gas: u64,
        return_data_len: *mut usize,
    ) -> u8;
    fn read_return_data(dest: *mut u8, offset: usize, size: usize) -> usize;
}

#[unsafe(no_mangle)]
fn user_entrypoint(_: usize) -> usize {
    let addr: [u8; 20] =
        const_hex::decode_to_array("0000000000000000000000000000000000000064").unwrap();
    let mut b = [0u8; 32];
    let cd: [u8; 4] = const_hex::decode_to_array("a3b1b31d").unwrap();
    let mut return_len = 0usize;
    unsafe {
        static_call_contract(
            addr.as_ptr(),
            cd.as_ptr(),
            cd.len(),
            u64::MAX,
            &mut return_len as *mut usize,
        );
        read_return_data(b.as_mut_ptr(), 0, 32);
        write_result(b.as_ptr(), 32);
    }
    0
}





Asking the Arbitrum virtual machine questions about the environment is also implemented
using the same transaction calling system that I’m showing off here. This is the same as
deploying our own smart contract, and having it return data. When we invoke it like this:

% bobcat-deploy https://testnet-rpc.superposition.so $(private-key) 03-calling-out.wasm
0xcae357aca66d051bc85e4f9fc388e2a463540efc
% cast call 0xcae357aca66d051bc85e4f9fc388e2a463540efc 'hello()(uint256)'
26765753 [2.676e7]





We can actually use a tool that cast gives us to decode the returned data. It seems like
it works if we interpret the response as a big endian 32 byte word.

This code asks Arbitrum about the block number, then returns it. We use a crate to convert
the hex address of the Arbitrum “precompile” to a format we can work with with static call
contract. We use static call contract since we know the Arbitrum VM won’t make any changes
that cause problems for us. It’s a bit more involved in the way that it needs to send the
VM the return length pointer for it to manipulate, and we need to tell Rust how to provide
that pointer, as well as the size of it.




7. Recapping everything

That’s it for now! Let’s recap what we’ve learned:


	Blockchains are commit logs with attribution using public-private key cryptography.
Public-private key cryptography is using private keys to “sign” things, creating a
signature that can be verified with a public key.


	We need to implement ways to not require users of the blockchain to be online. We
implemented a stack-based language as our way of achieving this.


	We showed off how WASM supports registers, an operand stack, and byte-aware memory. We
showed how memory that’s manipulated like a stack functions, and how the operand stack
works with the registers.


	On Arbitrum, public keys correspond to “Accounts” using addresses. Accounts contain
storage, a counter of the transactions that were sent before, the balance of the
cryptocurrency that corresponds to the network (Ether), and executable code.


	The executable code that corresponds to an Account can be invoked by making a smart
contract call. We showed how this takes place.
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8. Deploy & Go - From Contract to App

Now we got the solidity and web assembly smart contracts ready, but it’s still not an app that is ready for users. Users don’t want to interact with our contracts directly, they want a nice UI to go with it. So in this last module we’ll cover just that. For this, we will use React TypeScript and the wagmi[#1] library to interact with an Ethereum smart contract, then you will get challenges to implement a frontend for your previous deployed contracts. So for the demonstration we will be using the WETH contract on the SuperPosition[#2] testnet and write some connectors for read and write functions, but first things first; lets start by installing wagmi. This guide will assume that you have pnpm[#3] installed on your computer, so if you don’t, make sure to head to their website and install it. Next up, in your terminal, run the following command:

pnpm add wagmi viem@2.x @tanstack/react-query





This installs wagmi and the relevant dependencies. Next up, you write this command:

pnpm create wagmi





This will prompt you with a few questions, you can firstly chose whatever project name you see fitting, but we’ll chose weth-test. Next up, you can chose between TypeScript frameworks, here you should chose “React”. Last question will be about the variant of React, and here you should chose “Vite”. After this, you should see an output that ends something like:

Done. Now run:

  cd weth-test
  pnpm install
  pnpm run dev





If you cd into weth-test as instructed, it should contain a src/ directory that should look like this:

src/
├── App.tsx
├── index.css
├── main.tsx
├── vite-env.d.ts
└── wagmi.ts





This is boilerplate for our app that we’re about to write. While you’re here, don’t forget to follow the second part of the instruction and run “pnpm install” too. This will build the project for you. After this, you can open up wagmi.ts in your favorite text editor. Lets start by reading this:

import { createConfig, http } from 'wagmi'
import { mainnet, sepolia } from 'wagmi/chains'

export const config = createConfig({
  chains: [mainnet, sepolia],
  transports: {
    [mainnet.id]: http(),
    [sepolia.id]: http(),
  },
})

declare module 'wagmi' {
  interface Register {
    config: typeof config
  }
}





This is the chain configuration for our dapp. If you want to understand everything here at a deeper level, head on to this link[#4]. As you can see, this only supports mainnet and sepolia. Feel free to use the LSP goto definition[#5] to study the “mainnet” and “sepolia” chain types. We want to change these out for a custom chain we define for SuperPosition. In order to do that, we need to import “injected” from wagmi, and “defineChain” from viem. While we’re doing this, we cann remove the “mainnet” and “sepolia” imports too. The import section should now look like this:

import { createConfig, http, injected } from "wagmi";
import { defineChain } from "viem";





After this, we’ll use the “defineChain” to create our custom chain. We’ll need information about our chain that we can fetch from ChainList[#6]. Creating the chain will look like this:

export const superPosition = defineChain({
  id: 98985,
  name: "Super Position Testnet",
  nativeCurrency: {
    name: "Super Position",
    symbol: "SPN",
    decimals: 18,
  },
  rpcUrls: {
    default: {
      http: ["https://testnet-rpc.superposition.so"],
    },
  },
  blockExplorers: {
    default: {
      name: "Blockscout",
      url: "https://testnet-explorer.superposition.so/",
    },
  },
});





After this we replace “mainnet” and “sepolia” in our config to “superPosition”. Also, for ease of use lets add the line:

connectors: [injected()],





The full file should now look something like:

import { createConfig, http, injected } from "wagmi";
import { defineChain } from "viem";

export const superPosition = defineChain({
  id: 98985,
  name: "Super Position Testnet",
  nativeCurrency: {
    name: "Super Position",
    symbol: "SPN",
    decimals: 18,
  },
  rpcUrls: {
    default: {
      http: ["https://testnet-rpc.superposition.so"],
    },
  },
  blockExplorers: {
    default: {
      name: "Blockscout",
      url: "https://testnet-explorer.superposition.so/",
    },
  },
});

export const config = createConfig({
  chains: [superPosition],
  connectors: [injected()],
  transports: {
    [superPosition.id]: http(),
  },
});

declare module "wagmi" {
  interface Register {
    config: typeof config;
  }
}





After this in the terminal, lets run:

pnpm run dev





This will open up a localhost[#7] port. Open it up in your favorite browser and watch how it looks. You should see a minimal UI that that only allows you to connect your wallet. If you see a button that says “injected” that means you’ve succeeded with the first step!

This is good, but we still have one problem. If we are not on the SuperPosition testnet in our metamask when we connect our wallets, it will try to connect to whatever chain we’re currently on. We don’t want this, we want the chain to switch correctly after we connected. Luckily, wagmi has a hook for this; useSwitchChain(). Lets open App.tsx, and in our wagmi imports add “useSwitchChain”. While were at it, also import the SuperPosition chain config that we just created. Then, by the start of our App function add the line:

  const { mutate: switchChain } = useSwitchChain();





The start of the file should now look like this:

import { useConnect, useConnection, useConnectors, useDisconnect, useSwitchChain } from 'wagmi'
import { superPosition } from "./wagmi"

function App() {
  const connection = useConnection()
  const { mutate: switchChain } = useSwitchChain()
  const { connect, status, error } = useConnect()
  const connectors = useConnectors()
  const { disconnect } = useDisconnect()





After this, lets navigate down to the part that looks like this:

<div>
  <h2>Connect</h2>
  {connectors.map((connector) => (
    <button
      key={connector.uid}
      onClick={() => connect({ connector })}
      type="button"
    >
      {connector.name}
    </button>
  ))}
  <div>{status}</div>
  <div>{error?.message}</div>
</div>





We want to modify the line:

onClick={() => connect({ connector })}





After the fist action that succeeds, we want the chain to switch automatically. Inside of the connect() parentheses, after the closing curly bracket after { connector }, we add a comma, and a new line.  Open up new curly brackets and add:

{
  onSuccess: () => {
    switchChain({ chainId: superPosition.id });
  },
},





Now run:

pnpm prettier --write .





Then the full file should look like this:

import { superPosition } from "./wagmi";
import {
  useConnect,
  useConnection,
  useConnectors,
  useDisconnect,
  useSwitchChain,
} from "wagmi";

function App() {
  const connection = useConnection();
  const { mutate: switchChain } = useSwitchChain();
  const { connect, status, error } = useConnect();
  const connectors = useConnectors();
  const { disconnect } = useDisconnect();

  return (
    <>
      <div>
        <h2>Connection</h2>

        <div>
          status: {connection.status}
          <br />
          addresses: {JSON.stringify(connection.addresses)}
          <br />
          chainId: {connection.chainId}
        </div>

        {connection.status === "connected" && (
          <button type="button" onClick={() => disconnect()}>
            Disconnect
          </button>
        )}
      </div>

      <div>
        <h2>Connect</h2>
        {connectors.map((connector) => (
          <button
            key={connector.uid}
            onClick={() =>
              connect(
                { connector },
                {
                  onSuccess: () => {
                    switchChain({ chainId: superPosition.id });
                  },
                },
              )
            }
            type="button"
          >
            {connector.name}
          </button>
        ))}
        <div>{status}</div>
        <div>{error?.message}</div>
      </div>
    </>
  );
}

export default App;





Now run:

pnpm run dev





And navigate to the browser to try our change. Now when you connect your wallet it should automatically change the active chain in our wallet.

For the next step, we’ll start adding our ABI[#8] for WETH. The ABI is basically like guardrails on how to format and build our function calls in order to interact with the WETH contract. So we head to the WETH contract on etherscan[#9] and the “contract” button:

[image: image.png]

After that scroll down until you see the field “Contract ABI” and copy the full contents of the textbox. Then, inside of our src/ directory, create a new directory called “abis”. Inside here, you create a file called weth.ts. Start writing:

export const wethAbi = 





then paste the huge ABI that you just copied. If you save this file you can go to the terminal and write:

pnpm prettier --write .





This will format everything, and be very helpful when reading through the ABI. After the ABI, add “as const;” so that the start and ends looks like this:

export const wethAbi = [
  {
    constant: true,
    inputs: [],
		...
		...
		...
		    inputs: [
      { indexed: true, name: "src", type: "address" },
      { indexed: false, name: "wad", type: "uint256" },
    ],
    name: "Withdrawal",
    type: "event",
  },
 ] as const;





Awesome! Now we got almost everything what we need to interact with a WETH contract, but there is one thing missing; the address. Head over to the tokens section of the SuperPosition testnet explorer[#10]. Sidenote here: super positions native token is “SPN” and not “ETH”, so we’re looking for the Wrapped SuperPosition token here, namely “WSPN”[#11]. Don’t worry, this contract works just like the regular WETH contract. So the address we found should be: 0x22b9fa698b68bBA071B513959794E9a47d19214c.

Now, in our app, lets display the total supply of super position tokens that exists today. In order to do that, head over to our App.tsx, and underneath the imports, lets add a constant with our address:

const WETH_ADDRESS = "0x22b9fa698b68bBA071B513959794E9a47d19214c" as const;





Awesome! Now we can start actually reading and writing to the contract! Lets continue to get our total supply display. In order to do that we need to fetch 2 things; the actual total supply and the decimals of the contract. In most cases the decimals are 18, but this changes from contract to contract and the most robust solution is to fetch it from the contract, so we know with certainty that we have the correct amount. To read from contract, wagmi has a useReadContract hook[#12]. First, you need to add this to our imports. Also at the same time, add the wethAbi to our imports too.

After this we need to add this pattern to set up the hook for our total supply:

const { data: totalSupply } = useReadContract({
  address: WETH_ADDRESS,
  abi: wethAbi,
  functionName: "totalSupply",
});





And our decimals:

const { data: decimals } = useReadContract({
  address: WETH_ADDRESS,
  abi: wethAbi,
  functionName: "decimals",
});





At the very end of the inline html of the App return, add:

<div>
  <p>Current total supply is {totalSupply}</p>
</div>





Now rerun the pnpm run dev and open the browser again. Now you should see something like:


Current total supply is 3539976520805007267050570




This is good, but not properly formatted. Viem ships with a function to format integers correctly, called “formatUnits”. Add to the top of the file:

import { formatUnits } from "viem";





Before we format we need to understand one thing about the wagmi useReadContract hook. when we are interacting with a blockchain, we are actually making http requests, and there is no certainty that it actually will get anything back, there are a lot of things that can go wrong when sending a request over the internet. Therefore, the function will return EITHER what we’re expecting OR it will give us a Javascript “undefined”. Therefore, before parsing the units we have to use a way to safely. You can do this in a lot of ways, but I want to do this using ternary operations[#13]. Inside of the field we just created lets add:

<div>
  {totalSupply !== undefined && decimals !== undefined ? (
    <p>Current total supply is {formatUnits(totalSupply, decimals)}</p>
  ) : (
    <p>Could not get weth total supply</p>
  )}
</div>





Now, the supply will only show as long as we have both it and the decimals, as well as being correctly formatted. If anything happened while fetching the data, we will instead see “could not get weth total supply”. You can now rerun our pnpm run dev and check out the website again. It should now say:


Current total supply is 3539976.52080500726705057




Nice. Really nice. Lets now make sure we can mint from the weth contract. For this, we need the intuitively named useWriteContract[#14]. The wagmi documentation comes with a nice step by step guide to use this hook[#15], so make sure to check that out. Firstly, in our wagmi imports, lets add useWriteContract:

import {
  useConnect,
  useConnection,
  useConnectors,
  useDisconnect,
  useSwitchChain,
  useReadContract,
  useWriteContract
} from "wagmi";





Then, lets create a new component, and follow the guide to write it. By following this you should end up with a component looking something like this:

function MintWeth() {
  const { data: hash, writeContract } = useWriteContract();
  async function submit(e: React.SubmitEvent<HTMLFormElement>) {
    e.preventDefault();
    const formData = new FormData(e.target as HTMLFormElement);
    const amountToMint = formData.get("amountToMint") as string;
    writeContract({
      address: WETH_ADDRESS,
      abi: wethAbi,
      functionName: "deposit",
    });
  }
  return (
    <>
      <p>Mint WSPN!!!</p>
      <form onSubmit={submit}>
        <label htmlFor="amountToMint">Amount</label>
        <input
          type="number"
          step="0.001"
          id="amountToMint"
          name="amountToMint"
        />
        <button type="submit">Mint!</button>
      </form>
    </>
  );
}





However, there is one thing missing. If we go back to the weth contract on the etherscan link and read the deposit function you can see that it looks like this:

function deposit() public payable {
	balanceOf[msg.sender] += msg.value;
  Deposit(msg.sender, msg.value);
}





See the word “payable”. This means that users can send ether to it, and reach it using msg.value. Therefore, we must pass our amountToMint as the value of the transaction we’re sending. Also, our users should be able to define it in decimal format, but the function will need it in integer format. Fear not, viem got us covered again. Inside our viem imports add parseEthers:

import { formatUnits, parseEther } from "viem";





Then lastly add to our writeContract:

writeContract({
  address: WETH_ADDRESS,
  abi: wethAbi,
  functionName: "deposit",
  value: parseEther(amountToMint),
});





Now the full component should look like:

function MintWeth() {
  const { data: hash, writeContract } = useWriteContract();
  async function submit(e: React.SubmitEvent<HTMLFormElement>) {
    e.preventDefault();
    const formData = new FormData(e.target as HTMLFormElement);
    const amountToMint = formData.get("amountToMint") as string;
    writeContract({
      address: WETH_ADDRESS,
      abi: wethAbi,
      functionName: "deposit",
      value: parseEther(amountToMint),
    });
  }
  return (
    <>
      <p>Mint WSPN!!!</p>
      <form onSubmit={submit}>
        <label htmlFor="amountToMint">Amount</label>
        <input
          type="number"
          step="0.001"
          id="amountToMint"
          name="amountToMint"
        />
        <button type="submit">Mint!</button>
      </form>
    </>
  );
}





Lastly, underneath that ternary operation tag we just wrote in the App component, add our MintWeth component:

<div>
  {totalSupply !== undefined && decimals !== undefined ? (
    <p>Current total supply is {formatUnits(totalSupply, decimals)}</p>
  ) : (
    <p>Could not get weth price</p>
  )}
  <MintWeth />
</div>





Now the full App.tsx file should look like this:

import {
  useConnect,
  useConnection,
  useConnectors,
  useDisconnect,
  useSwitchChain,
  useReadContract,
  useWriteContract,
} from "wagmi";
import { superPosition } from "./wagmi";
import { wethAbi } from "./abis/weth";
import { formatUnits, parseEther } from "viem";

const WETH_ADDRESS = "0x22b9fa698b68bBA071B513959794E9a47d19214c" as const;

function MintWeth() {
  const { data: hash, writeContract } = useWriteContract();
  async function submit(e: React.SubmitEvent<HTMLFormElement>) {
    e.preventDefault();
    const formData = new FormData(e.target as HTMLFormElement);
    const amountToMint = formData.get("amountToMint") as string;
    writeContract({
      address: WETH_ADDRESS,
      abi: wethAbi,
      functionName: "deposit",
      value: parseEther(amountToMint),
    });
  }
  return (
    <>
      <p>Mint WSPN!!!</p>
      <form onSubmit={submit}>
        <label htmlFor="amountToMint">Amount</label>
        <input
          type="number"
          step="0.001"
          id="amountToMint"
          name="amountToMint"
        />
        <button type="submit">Mint!</button>
      </form>
    </>
  );
}

function App() {
  const connection = useConnection();
  const { mutate: switchChain } = useSwitchChain();
  const { connect, status, error } = useConnect();
  const connectors = useConnectors();
  const { disconnect } = useDisconnect();

  const { data: totalSupply } = useReadContract({
    address: WETH_ADDRESS,
    abi: wethAbi,
    functionName: "totalSupply",
  });

  const { data: decimals } = useReadContract({
    address: WETH_ADDRESS,
    abi: wethAbi,
    functionName: "decimals",
  });

  return (
    <>
      <div>
        <h2>Connection</h2>

        <div>
          status: {connection.status}
          <br />
          addresses: {JSON.stringify(connection.addresses)}
          <br />
          chainId: {connection.chainId}
        </div>

        {connection.status === "connected" && (
          <button type="button" onClick={() => disconnect()}>
            Disconnect
          </button>
        )}
      </div>

      <div>
        <h2>Connect</h2>
        {connectors.map((connector) => (
          <button
            key={connector.uid}
            type="button"
            onClick={() =>
              connect(
                { connector },
                {
                  onSuccess: () => {
                    switchChain({ chainId: superPosition.id });
                  },
                },
              )
            }
          >
            {connector.name}
          </button>
        ))}
        <div>{status}</div>
        <div>{error?.message}</div>
      </div>
      <div>
        {totalSupply !== undefined && decimals !== undefined ? (
          <p>Current total supply is {formatUnits(totalSupply, decimals)}</p>
        ) : (
          <p>Could not get weth price</p>
        )}
        <MintWeth />
      </div>
    </>
  );
}

export default App;





Now you can run pnpm run dev again, and see it update on the app. Try minting a few WSPN!

What you can do now, is following that guide to writing to contracts in fully, and add loading state, transaction receipt and error handling. It should look like this:

function MintWeth() {
  const { data: hash, isPending, writeContract, error } = useWriteContract();
  async function submit(e: React.SubmitEvent<HTMLFormElement>) {
    e.preventDefault();
    const formData = new FormData(e.target as HTMLFormElement);
    const amountToMint = formData.get("amountToMint") as string;
    writeContract({
      address: WETH_ADDRESS,
      abi: wethAbi,
      functionName: "deposit",
      value: parseEther(amountToMint),
    });
  }

  const { isLoading: isConfirming, isSuccess: isConfirmed } =
    useWaitForTransactionReceipt({ hash });

  return (
    <>
      <p>Mint WSPN!!!</p>
      <form onSubmit={submit}>
        <label htmlFor="amountToMint">Amount</label>
        <input
          type="number"
          step="0.001"
          id="amountToMint"
          name="amountToMint"
        />
        <button type="submit" disabled={isPending}>
          {isPending ? "Confirming..." : "Mint!"}
        </button>
        {hash && <div>Transaction Hash: {hash}</div>}
        {isConfirming && <div>Waiting for confirmation...</div>}
        {isConfirmed && <div>Transaction confirmed.</div>}
        {error && (
          <div>
            {" "}
            Error: {(error as BaseError).shortMessage || error.message}{" "}
          </div>
        )}
      </form>
    </>
  );
}





With the completed imports being:

import {
  useConnect,
  useConnection,
  useConnectors,
  useDisconnect,
  useSwitchChain,
  useReadContract,
  useWriteContract,
  useWaitForTransactionReceipt,
  type BaseError,
} from "wagmi";
import { superPosition } from "./wagmi";
import { wethAbi } from "./abis/weth";
import { formatUnits, parseEther } from "viem";





The app is looking good, but there is something that still bugs me. We cant see our own WSPN balance. It feels unintuitive to just remember how much WSPN we minted, right? Lets use the balanceOf function in the weth contract to fetch this. The balance of function takes an address as the argument, so that it knows what wallet to check the balance of. The wallet connected through the App is actually reachable in our already existing “connection” constant. Lets unwrap it safely first. Set the cursor underneath the decimals useReadContract block, and write:

const userAddress = connection.addresses?.[0];





As you can see in the wagmi guide for reading smart contracts[#16], you send args as an array from “args: ”. However, our connection wont always hold the address. It wont know it until we’re connected. Therefore we have to have some conditionals in our initiation of this constant. This solution is a bit hacky, and I am sure that there are more proper ones, but for the sake of this demo lets stick to it. In args, add so that the full call looks like this:

const { data: userBalanceOfWeth } = useReadContract({
  address: WETH_ADDRESS,
  abi: wethAbi,
  functionName: "balanceOf",
  args: userAddress ? [userAddress] : undefined,
});





However, we can do better than this, since we cant send undefined as an argument really. TanStack, which is what wagmi partly is built on top of, has a clever argument you can pass with it, so that you have a conditional for a query to be made. Adding this would look like this:

  const { data: userBalanceOfWeth } = useReadContract({
    address: WETH_ADDRESS,
    abi: wethAbi,
    functionName: "balanceOf",
    args: userAddress ? [userAddress] : undefined,
    query: {
      enabled: !!userAddress
    }
  });





Now, this query will ONLY be called if we have a connected wallet to our page. Now, under our MintWeth component, lets add:

{connection.status === "connected" && (
  <p>Balance of WSPN: {userBalanceOfWeth}</p>
)}





This will only render the users balance if the connection status is “connected”. Now the full code should look like this:

import {
  useConnect,
  useConnection,
  useConnectors,
  useDisconnect,
  useSwitchChain,
  useReadContract,
  useWriteContract,
  useWaitForTransactionReceipt,
  type BaseError,
} from "wagmi";
import { superPosition } from "./wagmi";
import { wethAbi } from "./abis/weth";
import { formatUnits, parseEther } from "viem";

const WETH_ADDRESS = "0x22b9fa698b68bBA071B513959794E9a47d19214c" as const;

function MintWeth() {
  const { data: hash, isPending, writeContract, error } = useWriteContract();
  async function submit(e: React.SubmitEvent<HTMLFormElement>) {
    e.preventDefault();
    const formData = new FormData(e.target as HTMLFormElement);
    const amountToMint = formData.get("amountToMint") as string;
    writeContract({
      address: WETH_ADDRESS,
      abi: wethAbi,
      functionName: "deposit",
      value: parseEther(amountToMint),
    });
  }

  const { isLoading: isConfirming, isSuccess: isConfirmed } =
    useWaitForTransactionReceipt({ hash });

  return (
    <>
      <p>Mint WSPN!!!</p>
      <form onSubmit={submit}>
        <label htmlFor="amountToMint">Amount</label>
        <input
          type="number"
          step="0.001"
          id="amountToMint"
          name="amountToMint"
        />
        <button type="submit" disabled={isPending}>
          {isPending ? "Confirming..." : "Mint!"}
        </button>
        {hash && <div>Transaction Hash: {hash}</div>}
        {isConfirming && <div>Waiting for confirmation...</div>}
        {isConfirmed && <div>Transaction confirmed.</div>}
        {error && (
          <div>
            {" "}
            Error: {(error as BaseError).shortMessage || error.message}{" "}
          </div>
        )}
      </form>
    </>
  );
}

function App() {
  const connection = useConnection();
  const { mutate: switchChain } = useSwitchChain();
  const { connect, status, error } = useConnect();
  const connectors = useConnectors();
  const { disconnect } = useDisconnect();

  const { data: totalSupply } = useReadContract({
    address: WETH_ADDRESS,
    abi: wethAbi,
    functionName: "totalSupply",
  });

  const { data: decimals } = useReadContract({
    address: WETH_ADDRESS,
    abi: wethAbi,
    functionName: "decimals",
  });

  const userAddress = connection.addresses?.[0];

  const { data: userBalanceOfWeth } = useReadContract({
    address: WETH_ADDRESS,
    abi: wethAbi,
    functionName: "balanceOf",
    args: userAddress ? [userAddress] : undefined,
    query: {
      enabled: !!userAddress
    }
  });

  return (
    <>
      <div>
        <h2>Connection</h2>

        <div>
          status: {connection.status}
          <br />
          addresses: {JSON.stringify(connection.addresses)}
          <br />
          chainId: {connection.chainId}
        </div>

        {connection.status === "connected" && (
          <button type="button" onClick={() => disconnect()}>
            Disconnect
          </button>
        )}
      </div>

      <div>
        <h2>Connect</h2>
        {connectors.map((connector) => (
          <button
            key={connector.uid}
            type="button"
            onClick={() =>
              connect(
                { connector },
                {
                  onSuccess: () => {
                    switchChain({ chainId: superPosition.id });
                  },
                },
              )
            }
          >
            {connector.name}
          </button>
        ))}
        <div>{status}</div>
        <div>{error?.message}</div>
      </div>
      <div>
        {totalSupply !== undefined && decimals !== undefined ? (
          <p>Current total supply is {formatUnits(totalSupply, decimals)}</p>
        ) : (
          <p>Could not get weth price</p>
        )}
        <MintWeth />
        {connection.status === "connected" && (
          <p>Balance of WSPN: {userBalanceOfWeth}</p>
        )}
      </div>
    </>
  );
}

export default App;





Now, lastly, run the pnpm run dev command and try the app out!

Wow, we made a lot of progress here. We now know hot to configure wagmi, set up contracts and interact with them. For the next challenge, I want you to take the contracts that you already deployed, and write your own front end for them. Take this as an opportunity to experiment and learn, and let your curiosity lead you.
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Stylus Challenges

These challenges are designed to test your understanding of the Stylus smart contract
concepts covered in Chapter 3. Each challenge is a partially implemented Rust contract
that you need to complete. The source code for each challenge (and solutions) is available
in the repository under stylus-challenges/ and stylus-challenges-solved/.


Note

The contract code in these challenges was not written with ERC20 safety in mind.
There are no return value checks. Not for production!




Challenge 1: Vault

This is a simple ERC-20 token vault. Users can deposit tokens and receive shares
proportional to their deposit. Later they can burn their shares to withdraw the
underlying tokens. Your job is to implement the deposit and withdraw functions.

The vault uses a share-based accounting system: when you deposit tokens, you receive
shares based on the ratio of your deposit to the total assets in the vault. When you
withdraw, you burn shares and receive tokens proportional to your share of the vault.

Key concepts tested:


	sol_interface! for calling external ERC-20 contracts


	Storage maps and arithmetic with U256


	Custom Solidity errors via sol! and SolidityError






Challenge 2: Paid Email

This is a paid email service where recipients stipulate an amount of a token they
must receive to accept email. Senders must pay that amount to add their CID email
content to the queue.

The DID content should be encrypted to the recipient’s public key to avoid revealing
the content.

Key concepts tested:


	Complex storage layouts with nested maps and vectors


	Timestamp-based logic and refund windows


	Multi-token support via sol_interface!


	Epoch-based time tracking






Challenge 3: Lending

A simple single-asset lending protocol. Users can supply collateral, borrow against it,
and repay with interest. The protocol tracks borrow positions using tickets and
time-weighted interest accumulation.

Key concepts tested:


	Interest rate calculations with timepoints


	Collateral requirements and liquidation logic


	Ticket-based position tracking


	Macro usage for assertion patterns (assert_or!)





Tip

Start with Challenge 1 (Vault) as it is the simplest. Each challenge builds on
concepts from the previous one. If you get stuck, the solved versions are in the
stylus-challenges-solved/ directory.
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